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Device-free passive detection is an emerging technology to detect whether there exist any moving entities
in the areas of interest without attaching any device to them. It is an essential primitive for a broad range of
applications including intrusion detection for safety precautions, patient monitoring in hospitals, child and
elder care at home, and so forth. Despite the prevalent signal feature Received Signal Strength (RSS), most
robust and reliable solutions resort to a finer-grained channel descriptor at the physical layer, e.g., the Channel
State Information (CSI) in the 802.11n standard. Among a large body of emerging techniques, however, few
of them have explored the full potential of CSI for human detection. Moreover, space diversity supported by
nowadays popular multiantenna systems are not investigated to a comparable extent as frequency diversity.
In this article, we propose a novel scheme for device-free PAssive Detection of moving humans with dynamic
Speed (PADS). Both full information (amplitude and phase) of CSI and space diversity across multiantennas in
MIMO systems are exploited to extract and shape sensitive metrics for accuracy and robust target detection.
We prototype PADS on commercial WiFi devices, and experiment results in different scenarios demonstrate
that PADS achieves great performance improvement in spite of dynamic human movements.
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1 INTRODUCTION
Device-free passive detection is an emerging technology to detect whether there exist any (moving) entities in the areas of interest without attaching any device to them (Youssef et al. 2007;
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Patwari and Wilson 2010). It is an essential primitive for various applications including intrusion
detection for safety precautions, patient monitoring in hospitals, child and elder care in the home,
detection of living people in a fire or earthquake, and battlefield military applications. In such
applications, users should not be expected to carry any purposed devices for localization or detection. Consequently, traditional device-based techniques that require specialized hardware attached to people are no longer applicable (Yang et al. 2012; Wu et al. 2015a; Tian et al. 2017a, 2017b;
Shangguan et al. 2017; Yang et al. 2015). Device-free detection has thus drawn increasing attention recently to enable motion detection and target localization in ubiquitous wireless environments (Pu et al. 2013; Adib et al. 2014; Kellogg et al. 2014; Seifeldin et al. 2013).
With the widespread development and deployment of wireless networks, it is possible to realize
passive detection of moving targets by capturing the wireless context changes caused by intruders. Various moralities of radio signals have been explored to enable device-free passive detection,
among which RSS is one of the most popular ones due to its handy accessibility on existing wireless infrastructure (Wilson and Patwari 2010; Kosba et al. 2012). RSS-based device-free detection
schemes exploit variations in RSS measurements to infer anomalous environment changes. Despite extensive research conducted and great progress achieved, the RSS-based scheme still suffers
from its coarse granularity and high susceptibility to background noise. As a result, false detection
can happen frequently since RSS changes caused by especially slow and slight target movements
would be buried by its intrinsic variances.
More robust and reliable solutions resort to a finer-grained channel descriptor at the physical layer that is more sensitive to human presence while keeping rather stable in static environments (Zhou et al. 2015a). Channel State Information (CSI), which is now tractable on commodity
network interface cards (NICs), presents subcarrier-level channel measurements in the framework
of the modern OFDM technique. With dominant advantages to RSS, CSI-based device-free detection and localization have recently attracted growing interest (Xiao et al. 2012; Zhou et al. 2014; Xi
et al. 2014). Among a large body of emerging techniques, however, few of them have explored the
full potential of CSI for human detection. Specifically, most of the previous works stop by amplitude of the Channel Frequency Response (CFR) yet ignore the sensitive phase information (mainly
because the raw phases are meaningless). Moreover, space diversity supported by nowadays popular multiantenna systems are not investigated to the comparable extent as frequency diversity.
Finally, most previous works do not consider human behavior diversity, especially dynamic walking speed, and thus might fail for extremely slow-moving targets.
In this article, we propose a novel scheme for device-free PAssive Detection of moving humans
with dynamic Speed (PADS). Exploiting full information (both amplitude and phase) provided by
CSI and space diversity across multiantennas in MIMO systems, our approach is able to accurately
detect human movements of dynamic speed. To achieve this, we first extract raw CSI from the
PHY layer and preprocess both amplitude information and phase information in different manners
according to their characteristics. For phase information, phase difference of raw CSI between antenna pairs is calculated and unwrapped to eliminate the significant random noise while preserving
sensitivity against environment changes. For amplitude information, we apply an outlier filtering
to sift out biased observations. Afterward, a novel unified feature, i.e., maximum eigenvalue of correlation matrix, is extracted from calibrated amplitude and phase information, respectively. The
feature is designed to be power irrelevant yet variation dependent and thus is generally extensible to various scenarios without specific environment calibration. Next, we introduce the Support
Vector Machine (SVM) algorithm to seek for a cutting line of the feature values for different states
(moving human presence and absence) for estimation. Finally, CSIs across multiantennas in MIMO
systems are exploited and integrated to improve the detection accuracy and robustness.
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To validate our design, we prototype PADS on commercial off-the-shelf (COTS) WiFi devices
(ordinary wireless routers and laptops). Experiment results in different scenarios including the
laboratory, classrooms, corridors, and meeting rooms demonstrate that PADS achieves great performance in spite of dynamic human movements (various walking speed). Concretely, PADS accurately alarms human movements by 99% on average with almost no false-negative errors. Moreover, PADS achieves consistently great performance in cases of walking humans with dynamic
speeds, which outperforms existing approaches.
In summary, our main contributions are as follows:
— We propose a design for passive human detection leveraging full information of CSI. To the
best of our knowledge, we are the first to incorporate meaningful phase information for
device-free human detection by successfully removing the randomness involved in the raw
phase.
— We propose a novel unified feature using the eigenvalue of the correlation matrix of CSI.
The feature holds excellent properties for device-free detection due to its stability for both
amplitude and phase and irrelevance to specific power parameters that vary over different
links and over time and space.
— We explore space diversity provided by multiantennas supported by modern MIMO communicating systems to enable more accurate and robust detection.
— We present the design and implementation of PADS in commodity WiFi devices. Benefiting
from full advantages of CSI, especially the sensitive phase feature, PADS is capable of detecting walking humans with dynamic speeds. Experiment results demonstrate that PADS can
achieve high performance that outperforms traditional RSS-based and CSI-based systems.
A conference version of this work can be found in Qian et al. (2014). Instead of using linear
transformation on phase information of CSI, we apply phase differences across antennas as a new
feature. In addition, we provide a detailed description on manipulation of both amplitude and phase
information of CSI to extract proper features. Finally, we redo the experiment to take impacts of
more parameters into consideration. The adoption of new features improves the detection rate
from 97% to 99%, with almost no false alarm.
The rest of the article is organized as follows. In Section 2, we present a brief review of recent
innovations on device-free human detection. Section 3 gives an overview of the system architecture, while the detailed design is presented in the subsequent Section 4. In Section 5, we introduce
the experiment settings and results. Finally, we conclude the work in Section 7.
2 RELATED WORKS
Device-free passive detection or localization has drawn much attention in the past years (Youssef
et al. 2007). In this section, we briefly review the most related works on passive motion detection
in pervasive wireless environments, which can be classified into two categories: RSS based and
CSI based.
RSS-based detection. RSS is especially attractive for device-free detection since RSS measurements are easily accessible in existing wireless networks with commodity devices. Existing RSSbased passive detection or localization mainly relies on RSS changes due to target presence and
movements. More specifically, a large value of RSS variance generally indicates a moving target
in the monitoring area, while a small value infers none (Yang et al. 2010). The most well-known
RSS-based device-free localization should be the Radio Tomographic Imaging (RTI) (Wilson and
Patwari 2010), which deploys a sensor network around the target area and uses the RSS changes
to localize and track a person. Several varieties of the RTI technique have been proposed, including the vRTI (Wilson and Patwari 2011) and mRTI (Wilson and Patwari 2010). RSS readings
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Fig. 1. Architecture overview of PADS.

are also used for identifications of human movements such as walking, standing, and running
(Archasantisuk and Aoyagi 2015). Another system, RASID (Kosba et al. 2012), improves the
detection accuracy by analyzing the RSS features and adopting a nonparametric technique for
adapting to environment changes. A more recent work (Zheng et al. 2013) experimentally shows
that the localization performance degrades significantly when people are moving at dynamic
speeds and thus proposes a scheme that adaptively adjusts the sample window size to facilitate
localization accuracy based on the estimated speed. Benefiting from full advantages of CSI, especially the sensitive phase feature, our proposed system is also capable of detecting walking humans
with dynamic speeds, yet without the complex speed estimation.
CSI-based detection. The CSI-based scheme has attracted more attention in recent years since
CSI can be exported from commodity wireless NICs (Halperin et al. 2010; Yang et al. 2013). Similar to the RSS-based scheme, most CSI-based detection approaches also leverage variations in CSI
measurement to infer target locations or presences. Pilot (Xiao et al. 2013) is an early attempt in
device-free positioning, which leverages the correlation of CSI over time to monitor abnormal appearance and further locate the entity. Omni-PHD (Zhou et al. 2014) studies the omnidirectional
sensing coverage for passive human detection using multipath effects captured by CSI. FIMD (Xiao
et al. 2012) enables accurate fine-grained burst motion detection by exploiting the temporal stability of CSI in static environments. FCC (Xi et al. 2014) studies the relationship between the number
of moving people and the variation of CSI and thus achieves device-free crowd counting. Despite
that many works have investigated CSI for device-free detection, most of the previous approaches
merely leverage the amplitude of CSI information and leave phase information unexplored. In this
article, we first explore and incorporate phase with amplitude for device-free human detection.
Detection as prerequisite. Detecting moving objects acts as a prerequisite for many other
wireless sensing techniques. For example, line-of-sight identification (Zhou et al. 2015b; Wu et al.
2015c) and respiration detection (Wu et al. 2015b) require a quasi-static environment to avoid
contamination of detection features by artificial motion. In contrast, gesture recognition (Wang
et al. 2015) needs to sense moving humans before starting recognition progress. Most of these
works focus on their specific sensing purposes, yet resign detection of moving humans to simple
threshold-based method. Thus, PADS is able promote performance of these works as a complementary function module of moving human detection.
3 OVERVIEW
As shown in Figure 1, we utilize the physical layer CSI as a primary indicator for human motion.
CSI depicts the temporal and spectral structure properties of a wireless link when an RF signal
propagates along multiple paths. The rationale for device-free human detection is that a fraction
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of propagation paths would be affected due to intruder presence. Specifically, for moving targets,
this contributes to the dramatic changes in CSI over time, which can then be captured by the
temporal variations of CSI. CSI can be measured and collected from commodity WiFi devices using
off-the-shelf NICs such as Intel 5300 (Halperin et al. 2010). In modern multiple subcarrier radios
like OFDM, CSI is usually portrayed in the frequency domain by the form of CFR.
To enable a fast and efficient detection system, three main components are incorporated in
PADS, i.e., data preprocessing, feature extraction, and target detection. First, CSIs are exported
from an off-the-shelf NIC that communicates with an ordinary wireless router. Raw CSI measurements could contain significant phase random noise and occasionally amplitude outliers. The
phase random noise is supposed to be removed by the phase sanitization module. Meanwhile, an
outlier filter is applied to eliminate outlier observation in amplitude sequences of CSI.
Feature extraction acts as the most critical part for accurate and efficient human detection. In
PADS, we propose to exploit amplitude and phase information of CFR simultaneously. To avoid
the influence of diverse transmitting power in specific scenarios, we devise a novel feature using
the respective three maximum eigenvalues of the correlation matrices of amplitude and phase
information over a certain time window.
The features are then fed to an inference model to alarm user movements. Instead of using a
clustering algorithm, we adopt a threshold-like detection scheme. A cutoff line is precalibrated
by employing a classical classification algorithm, i.e., SVM, on a certain amount of preliminary
measurements. Movement inference is then done by comparing the amplitude and phase feature
to the precalibrated values. The approach has advantages in zero data constraints and smaller
response delay. Specifically, the clustering-based method would require collecting a group of data
that contains measurements corresponding to at least two different states (Xiao et al. 2012), while
the classification-based method can respond to each single data, according to the precalibrated
cutoff line. Finally, to enhance the detection accuracy and robustness, multiple antennas in modern
MIMO systems are also explored and integrated.
4 METHODOLOGY
In this section, we detail the design of PADS by real measurements.
4.1

Data Preprocessing

Leveraging the off-the-shelf NIC with slight driver modification, a group of CFRs on N = 30 subcarriers can be exported to up-layer users for every one packet in the format of CSI:
H = [H ( f 1 ), H ( f 2 ), . . . , H ( f N )].

(1)

Each CSI represents the amplitude and phase of an OFDM subcarrier:
H ( fk ) = H ( fk )e j ∠H (fk ) ,

(2)

where H ( fk ) is the CSI at the subcarrier k (k ∈ [1, 30]) with central frequency of fk , and ∠H ( fk )
denotes its phase (for convenience, we also use ϕ k to denote the phase in the following). To monitoring an area of interest, CSIs are continuously collected and K measurements within a specific
time window form the CSI sequence, which can be denoted as
H = [H 1 , H 2 , . . . , H K ].

(3)

The K measurements of CFR then serve as the basic input for our movement detection algorithm,
which will be first passed through a phase sanitization and an outlier filtering process.
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Fig. 2. Phase before and after sanitization.

Fig. 3. Outlier detection for CSI observations.

4.1.1 Phase Sanitization. Although CSI has been widely explored for various applications, most
of them only consider amplitudes of either CFR or CIR and thus the counterpart of CSI, i.e., phase
information, does not attract enough attention. One of the most important reasons lies in the
unavailability of phase information on commodity devices (Sen et al. 2012; Xiao et al. 2013). As
shown in Figure 2, due to random noise and an unsynchronized time clock between transmitter
and receiver, raw phase information behaves extremely randomly over all feasible fields, making
it inapplicable for any detection.
Specifically, the unwrapped measured phase ϕˆij for the i t h subcarrier of the j t h antenna can be
expressed as
ki
ϕˆij = ϕ ij − 2π δ + β j + Z ,
(4)
N
where ϕ ij denotes the true phase. δ is the timing offset at the receiver, which is defined as the time
interval between time of signal arrival and signal detection. The timing offset δ causes phase error
expressed as the middle term. β j is an unknown phase offset, and Z is some measurement noise.
ki denotes the subcarrier index (ranging from −28 to 28 in IEEE 802.11n) of the i t h subcarrier, and
N is the FFT size (which equals 64 in IEEE 802.11 a/g/n). Due to the unknowns listed above, it is
infeasible to obtain the true phase shifts with solely commodity WiFi NICs.
In the conference version of this work (Qian et al. 2014), we show that significant components
of random phase offsets can be removed by employing a linear transformation on the raw phase
readings. However, the purpose can also be achieved by calculating phase differences across multiple antennas. With an intuitive analysis, we show that the phase difference has a larger variance
and thus outperforms linear transformation of the phase on motion detection.
Linear transformation of phase. To mitigate the impact of random noise, we perform a linear
transformation on the raw phases, as recommended in Sen et al. (2012). The key idea is to eliminate
δ and β by considering the phase across the entire frequency band. First, we define two terms a
and b as follows:
ϕˆn − ϕˆ1 ϕ n − ϕ 1 2π
δ
(5)
=
−
a=
kn − k 1
kn − k 1
N
n
n
n
1 ˆ
1
2πδ 
ϕj =
ϕj −
kj + β .
(6)
n j=1
n j=1
nN j=1

If the subcarrier frequency is symmetric, which indicates nj=1 k j = 0, b can be expressed as

b = n1 nj=1 ϕ j + β. Subtracting the linear term aki + b from the raw phase ϕˆi , we obtain a linear

b=
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combination of true phases, denoted as ϕ˜i , from which the random phase offsets have been removed (omitting the small measurement noise Z ):
n
ϕn − ϕ 1
1
ϕ˜i = ϕˆi − aki − b = ϕ i −
ki −
ϕj .
(7)
kn − k 1
n j=1
Difference of phase. The phase difference of any pair of antennas j 1 and j 2 , denoted as Δϕˆij1, j2 ,
is naturally free from phase noise caused by timing errors:
Δϕ˜ij1, j2 = ϕˆij1 − ϕˆij2 = Δϕ ij1, j2 − 2π

ki
Δδ j1, j2 + Δβ j1, j2 ,
N

(8)

where Δϕ ij1, j2 = ϕ ij1 − ϕ ij1 is the difference of true phases, Δδ j1, j2 = δ j1 − δ j2 is the difference of timing offsets, and Δβ j1, j2 = β j1 − β j2 is the difference of unknown phase offsets. Note that all antennas
have fixed time of signal arrival as the wireless devices used in PADS are fixed, and have the same
random time of signal detection decided by hardware. Thus, Δδ j1, j2 is a constant. Further, Δβ j1, j2
is a constant since β j s are constant once the receiver starts up. As a result, the variances of phase
difference Δϕ˜ij1, j2 are only decided by variances of true phases. Thus, phase difference Δϕ˜ij1, j2 can
be used as an indicator of human motion.
Comparison of two methods. Figure 2 illustrates examples of the phase after sanitization
with two methods, which distribute relatively stable as expected compared to the original random
version. Although we could not claim the sanitized information is just the true phase, we do derive
two usable and effective features of the true phase. Now, a natural question to ask is: which feature
is better for detection of human motion? We answer this question by qualitative analysis.
Intuitively, with the simple assumption that true phases ϕ i are i.i.d, variances of derived phases
ϕ˜i are approximately equal to variances of true phases:
σ 2˜ = Ci σϕ2 ,
ϕi

(9)

where Ci is the amplified coefficient of variance of the i t h subcarrier and ranges between 0.5 and
1.5.
In contrast, variances of derived phase difference Δϕ˜ij1, j2 are the sum of variances of true phases:
σΔϕ˜ j1, j2 = σ 2 j1 + σ 2 j2 = 2σϕ2 .
i

ϕi

ϕi

(10)

Thus, phase difference tends to have higher variance and signify influence of human motion.
Figure 4 shows the example of variance of features exported by two sanitization methods. Apparently, the variance of phase difference is consistently larger than that of linear transformation
on phase. The possible reason for the huge gap of variances of the two methods is that phases of
different antennas separated by more than half the wavelength are independent, while phases of
adjacent subcarriers of one antenna are highly correlated.
Moreover, linear transformation unnaturally assigns different weights (i.e., Ci ) to variances of
subcarriers. Specifically, the variances of phases of the first and last subcarriers are underweighted,
with Ci less than 0.25, which may weaken the impacts of these subcarriers. For example, in the case
shown in Figure 4(b), it is indicated that the largest phase variances exist at the first and last subcarriers. However, such large phase variances are weakened by linear transformation (Figure 4(a)),
which reduces the distinction between phase features of static and motion cases.
Finally, comparing to linear transformation on phase, phase differences across antennas have
clear physical meaning and are easy to compute. Thus, we redesign PADS by replacing linear
transformation on phase with phase difference. For clarity, we directly use ϕ instead of Δϕ˜ to refer
to the phase difference hereafter.
ACM Transactions on Embedded Computing Systems, Vol. 17, No. 2, Article 52. Publication date: January 2018.
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Fig. 4. Variance of features exported by two sanitization methods.

4.1.2 Outlier Filter. Outliers might appear in CSI measurements due to protocol specifications
as well as environmental noise. As motion detection techniques mostly adopt variation-based detection whenever algorithms are used, such outliers could affect the movement detection performance a lot and thus should be sifted out before detecting motion. To identify and remove these
biased measurements, we adopt a Hampel identifier (Davies and Gather 1993), which declares any
point falling out of the closed interval [μ − γ σ , μ + γ σ ] as an outlier, where μ and σ are the median
and the median absolute deviation (MAD) of the data sequence, respectively. γ is an applicationdependent parameter and the most widely used value is 3. Figure 3 illustrates the frequent outlier
observations that might be contained in raw measurements and the results of outlier filtering (using window size and γ by default).
4.2

Feature Extraction

An appropriate feature plays a critical role in device-free detection, and feature extraction serves
as the most important component of PADS. Various statistical features have been exploited for detection, such as variance (Wilson and Patwari 2011), mean (Wilson and Patwari 2010), distribution
distance (Zhou et al. 2014; Zhao and Patwari 2012), and so forth. Different from previous works
that mostly utilize a single feature from amplitude information, we seek for both amplitude-based
and phase-based features and use them simultaneously for motion detection.
Although accounting for both amplitude and phase, we strive to search for unified feature
metrics that are suitable for both sides, in order for light and practical learning-based detection
scheme. Apparently, the feature metric should be absolute power irrelevant and possibly variance
dependent, since transmitting power parameters would be adapted over different scenarios and
thus are scenario dependent, while human movements contribute to disturbances of amplitude
as well as phase. As illustrated in Figure 5 and Figure 6, one can see variances of both amplitude
and phase in cases when human movements are significantly larger than those in static cases.
Figure 7 further illustrates the variances over each individual subcarrier in cases of moving
human presence and absence.
Motivated by these observations, we suspect that variances of amplitude and phase would be
good indicators for abnormal appearance of moving people. Unfortunately, due to lack of knowledge on transmit power at the receiver side, variance cannot be normalized to adapt to diverse
scenarios with various link states, and thus be directly used as a distinctive feature for human detection. As a consequence, we propose to extract features from the respective correlation matrix of
CFR amplitude and phase of n sequential measurements over a certain time window. Denote H
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Fig. 5. Variances of amplitude increase significantly due to human movements.
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Fig. 6. Variances of phase increase significantly
due to human movements.

Fig. 7. Variances of both amplitude and phase increase significantly due to human movements. (a) Subcarrier
10 of static case; (b) subcarrier 10 of dynamic case; (c) subcarrier 20 of static case; (d) subcarrier 20 of dynamic
case.

and Φ as the normalized CFR amplitude and phase sequence; then their corresponding covariance
matrix is, respectively,
R(H) = [R(Hi , H j )]K ×K ,

(11)

R(Φ) = [R(ϕ i , ϕ j )]K ×K ,

(12)

where R(X i , X j ) denotes the correlation between vectors X i and X j and is defined by covariance
C between two vectors:
C(X i , X j )
.
(13)
R(X i , X j ) = 
C(X i , X i )C(X j , X j )
For both matrices, with lower covariance values the link is more likely to be static and free of
intrusion. In contrast, higher covariances would probably indicate the presence of moving humans
who disturb the link.
ACM Transactions on Embedded Computing Systems, Vol. 17, No. 2, Article 52. Publication date: January 2018.
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Fig. 8. Preliminary classification result using SVM.

To extract a simple feature for further detection, we compute the eigenvalues of both matrices
and select the maximum eigenvalue of each matrix, which finally forms a two-tuples F = [α, ρ]:
α = max(eiдen(R(H))), ρ = max(eiдen(R(Φ))).

(14)

In practice, to guarantee the accuracy and robustness of detection, we further introduce the
second maximum eigenvalue of amplitude and phase, respectively, and thus devise a four-tuple
feature as F = [α 1 , α 2 , ρ 1 , ρ 2 ], where α 1 , α 2 and ρ 1 , ρ 2 represent the respective maximum and second maximum eigenvalue for amplitude and phase. In Section 5, we will experimentally validate
that more eigenvalues would result in better performance, while two are sufficient for achieving
satisfied accuracy.
4.3 Motion Detection
Aiming at achieving calibration-free detection, there are generally two categories of methods that
can be adopted: clustering based and threshold based. The former automatically clusters measurement data into several clusters and then distinguishes different clusters as different states (presence
or absence of human) by comparing the center distance of each cluster. The latter seeks for a general threshold from partial precollected data and conducts state identification based on the threshold value. Although the clustering approach avoids both environment calibration and threshold
training efforts, it implicitly assumes that at least two states are involved in each group of measurements to be processed (otherwise one cluster or several clusters corresponding to a same state
result, leading to a miss or false detection), which is impractical for most applications. In contrast,
the classification approach can classify each single measurement in real time by comparing the
measurement with the general threshold. As a consequence, we adopt the threshold-based scheme
assisted by SVM classification.
We first conduct an SVM-based classification on preliminary measurements collected from
several scenarios. The above-mentioned feature factors α and ρ are used as the input feature of
the SVM. As shown in Figure 8, we are delighted to see that a clear gap can be found between the
data corresponding to the presence or absence of moving humans. Moreover, although people
with different moving speeds exhibit various values on each metric (since they induce diverse
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Fig. 9. Antenna diversity of amplitude feature.
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Fig. 10. Antenna diversity of phase feature.

alterations on the signal propagation paths), the self-similarity within individual states is always
remarkably smaller than cross-similarity of data corresponding to different states. This lays the
fundamental underpinnings of detection of people with dynamic moving speeds. The rationale is
that even slight motion can cause perceivable changes in CSI, which enables its detection.
A precalibrated empirical cutting line is on this basis determined and then used to further moving human detection. The precalibrated cutting line, according to our measurements, would fit various scenarios including different propagation distances, channel attenuation, and different target
behaviors. One key reason is that all the features involved are power independent but only relate
to the extent of temporal changes.
4.4

Enhancement via Multiple Antennas

Noticing that multiple antennas are available in the more and more popular MIMO communicating
systems, we also exploit multiple antennas to improve the precision and robustness of human
detection.
As shown in Figure 9 and Figure 10, while the selected features of amplitude and phase do
vary over different antennas, they still preserve the capability of distinguishing static and dynamic
environments in most cases. Furthermore, it is very unlikely that multiple antennas simultaneously
fail to sense motion. Thus, we use features extracted from multiple antennas together as the input
of the SVM classifier.
5 EXPERIMENTS AND EVALUATION
5.1 Experimental Setup
To evaluate the performance of PADS, we conduct real experiments on commodity-ready COTS
devices. Specifically, we use mini-desktops with three external antennas as AP and client. Both
mini-desktops are equipped with Intel 5300 NIC and run Ubuntu 11.04 OS (Figure 12). We collect data from different scenarios: classrooms, labs, corridors, and meeting rooms (Figure 11). The
classrooms and labs are large rooms with an area of about 80m2 . The classrooms are furnished with
low desks and chairs, while the labs are furnished with cubicles with high metal and glass fences
and instruments. The meeting room is a small room with an area of 30m2 and furnished with a
conference table and chairs. The corridor is about 2m wide and 27m long, and is empty during
the experiment. (Figure 13 and Figure 14 show two samples of these scenarios.) In each case, we
let a volunteer walk through the monitoring area with different speeds (about 0.5m/s, 1m/s, 2m/s)
along a trajectory that traverses the space uniformly. We also collect data when there is no human
presence or there are only stationary persons. In total, we collect mobile and static traces for more
than 1 hour, respectively. Since multiple moving humans cause larger temporal variations than
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Fig. 11. Experiment building (testing areas are highlighted).

Fig. 12. Mini-desktop.

Fig. 13. Sample 1: Corridor.

Fig. 14. Sample 2: Lab.

single moving humans and are thus easier for PADS to detect, we omit experiments on multiple
moving humans.
In different scenarios, the AP is placed at various heights from 1.2m to 2m. Diverse TX-RX
distances from 2m to 7m are also considered. In addition, LOS and NLOS conditions (when the AP
is blocked by the wall) are also both involved.
By working in monitor mode, the packet transmission rate of Intel 5300 NIC can be as large as
1,000Hz. Thus, we set the original packet rate as 1,000Hz and downsample CSI data with multiple
integrals (1, 2, 5, 10, 20) to assess performance of PADS with different transmission rates (1,000Hz,
500Hz, 200Hz, 100Hz, 50Hz). The transmission rate of 200Hz is used as the default transmission
rate.
5.2 Performance Evaluation
5.2.1 Evaluation Metric. We use the following two metrics to evaluate the performance of our
proposed PADS system based on phase difference, as well as the PADS system in the conference
version of this work and the FIMD system, in respective environments. For clarity, we denote PADS
with phase difference as PADS-PD, and PADS with linear transformation on phase as PADS-LT.
— True-Negative (TN) Rate: The TN rate is the probability that the static environment is correctly classified.
— True-Positive (TP) Rate: The TP rate is the probability that the human motion events are
correctly detected.
5.2.2 Overall Performance. To assess the overall performance of PADS, we adopt a common parameter setting where sliding window size is 1s and three eigenvalues of both amplitude and phase
are used as features. We train the SVM classifier with data collected in both static and dynamic
scenarios at all places, and test the classifier with other data collected at each place.
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Fig. 15. TN rate of static cases.
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Fig. 16. TP rate of cases with human motion.

Figure 15 shows the TN rates of systems working in static scenarios at different places. All
methods achieve excellent performance with TN rates almost equal to 100%. The result is consistent
with the assumption that CSI gathered in a static environment is stable and highly correlated.
Figure 16 shows TP rates of systems working in dynamic scenarios where a volunteer walks in
the monitor area with various speeds. PADS with different phase sanitization methods consistently
achieves a TP rate higher than 93%, while PADS-PD outperforms PADS-LT at all places, which
demonstrates that phase difference is better at capturing environmental change than the previous
linear transformation method. As a comparison, the performance of FIMD is comparable to PADS
at three out of four places. However, the TP rate of FIMD drops significantly to 80% when tested
at the corridor, which means simply using amplitude features is not sufficient for obtaining a
universal classifier.
The three detection systems work well in regular rooms like the classroom, lab, and meeting
room, which means that the size of and furniture in the room have little impact on performance.
However, the three systems experience the same trend of degradation of performance in the
corridor, though to different extent, which means that the shape of the monitor area plays an
important role. In fact, the shape of the monitor area limits the deployment of transceivers in
the area. Specifically, in the corridor, the transceivers can only be deployed in parallel with the
corridor (see Figure 13). As a result, when humans pass transceivers and get away from the LoS
path of the link, they are at the areas that are most hard to detect due to unidirectional elliptical
coverage of the link (Zhou et al. 2014). Thus, using CSI amplitude only is insufficient for motion
detection in these areas. In contrast, by adding the sensible CSI phase as one extra dimension of
feature, PADS is able to sense signal variations caused by human motion even in these extreme
cases, and achieves significantly less degradation than FIMD.
Before analyzing the influence of different parameters on the performance of PADS, we first
present the final assessed results. With common parameter settings, PADS accurately alarms human movements by 99% on average with almost no false-negative error.
5.2.3 Impacts of Sliding Window Size. Intuitively, the larger the size of the sliding window is,
the better the performance gains, since the influence of human motion would be more probably
captured by using a longer time window of data. The intuition can be verified in Figure 17, which
shows the change of detection rate against window size. As the window size increases, detection rates of all three systems consistently increase and converge to some detection rates larger
than 97%. However, although we argue that an extremely longer sliding window may inversely
degrade detection performance due to temporal variance of CSI in the conference version of this
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Fig. 17. Relationship of detection rate and sliding
window size.
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Fig. 18. Relationship of detection rate and number of features.

work (Qian et al. 2014), such a trend is not observed in the present experiment, meaning that for
sliding windows less than 2s, the influence of temporal variance is not significant.
Moreover, PADS-PD continuously outperforms the other two systems when the window size
increases from 0.2s to 2s. Especially, even with a window size as short as 0.2s, PADS-PD is still
able to achieve a relatively high detection rate of 94%, while PADS-LT and FIMD can detect at
most 86% of motion cases. By using a short window size, PADS-PD is able to save a large amount
of computation resources, while still maintaining a reasonable detection rate for practical human
motion detection.
5.2.4 Impacts of Number of Features. In general, the more eigenvalues are used as features, the
higher detection rate the system can achieve, since more information is leveraged. Figure 18 shows
the performance of three systems when different numbers of features are employed. The impact
of the number of features can be separated as two phases. When the number of features is less
than three, adding a (pair of) eigenvalue may significantly increase the detection rate. In contrast,
when the number of features exceeds three, the detection rate just slightly increases. The result indicates that major information of human motion centers upon the first three eigenvalues of correlation matrices of both amplitude and phase. Practically, using the first three eigenvalues is sufficient
for motion detection. Note that features other than eigenvalues can also be incorporated to further
improve the detection. However, since PADS-PD already achieves an accuracy of 99% with only
the first three eigenvalues, the gain in performance by incorporating other features is marginal, yet
may incur more computing cost. Thus, we omit the discussion on selection of different features.
5.2.5 Impacts of Number of Antennas. The impacts on detection performance of number of
antennas we leveraged in the PADS system are studied by testing in different places. Figure 19
shows the promotion of the detection rate by using multiple antennas against a single antenna.
While using a single antenna yields excellent results in most cases, using multiple antennas further
improves the performance of the PADS system in “hard” cases (corridor) for a single antenna.
Except for those cases that are completely detected with a single antenna, using multiple antennas
improves the performance of the PADS system significantly, due to the decreasing impacts of “bad”
antennas used in the PADS system.
5.2.6 Impact of Transmission Rate. Performance of detection can benefit from a high transmission rate in the form of finer features. Figure 20 shows the relationship between detection rate and
transmission rate. Obviously, as the transmission rate increases, the detection rates of all systems
increase. The reason is that the variance of CSI can be captured more precisely by using more CSI
samples in a fixed timing window.
ACM Transactions on Embedded Computing Systems, Vol. 17, No. 2, Article 52. Publication date: January 2018.

Enabling Contactless Detection of Moving Humans with Dynamic Speeds Using CSI

Fig. 19. Detection rate of cases with different
number of antennas.

Fig. 21. Detection rate of human motions with
dynamic speed.
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Fig. 20. Relationship of detection rate and transmission rate.

Fig. 22. Cross-validation of detection
with dynamic speed.

The result also demonstrates that, comparing to PADS-LT and FIMD, the newly proposed PADSPD is able to achieve a high detection rate even with a transmission rate of only 50Hz, which
means PADS-PD can be deployed in the current WiFi infrastructure with minimum computation
and networking cost.
5.2.7 Performance against Dynamic Speed. So far, we have been focusing on the general performance of the PADS system. To study the beneficial gain of more sensitive features used in our
system, we compare the performance of the PADS and FIMD systems in different scenarios when
the intruders walk with dynamic speeds. Figure 21 shows the detection rate of human motion
with different speeds. With humans walking slowly, all three systems experience a fall in performance, yet to different extents. The degradation of PADS-PD is statistically less than PADS-LT
and FIMD, which demonstrates the higher sensitivity of phase difference, compared with linear
transformation on phase and amplitude, as features for detection of slow motion.
Finally, we cross-validate classification with dynamic speeds. Specifically, we train classifiers
using CSI data with different human walking speeds and test each classifier against CSI data with
these speeds. Figure 22 illuminates that the classifier trained by CSI data with a slower speed
yields the best detection rate, which is consistent with our intuition that it is harder to distinguish
walking of slow speeds than of fast speeds. The cross-validation result also provides a guideline
for gathering training data for the system. That is, gathering CSI data where humans walk at slow
speeds is sufficient and necessary for obtaining a high-quality classifier.
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6 DISCUSSION
Finding true CSI phase. Whether there is a linear transformation on phase or phase difference is
the compromise between nonignorable phase noises and stable phase features. As noted in Equation (4), timing, frequency, and sampling offsets due to imperfection of wireless devices contribute
to phase noise. Recently, Splicer (Xie et al. 2015) was proposed to reveal the true CSI phase from
contaminated measurements and further splice the CSI measurements from multiple WiFi frequency bands to derive high-resolution power delay profiles. PADS can benefit from Splicer by
using the true phase generated by Splicer, which has a higher degree of freedom than phase difference across antennas. In addition, by splicing CSI measurements from multiple bands together,
CSI measurements from more subcarriers are available and the correlation between CSI measurements can be more accurate. However, Splicer requires tens of CSI measurements to derive one
CSI measurement with true phase, which limits the sampling rate of CSI as low as 17Hz. PADS,
as well as other contactless sensing works, cannot work well at such a low sampling rate. Thus,
improving the efficiency of Splicer and improving the sensitivity of PADS are two ways for solving
the problem of low sampling rate.
Detecting static human. Although working well even when humans walk at very slow speeds,
PADS is only able to detect moving humans due to its theoretical basis. When humans are quasistatic, PADS cannot tell humans from the static environment even if the human is in the monitor
area. Fortunately, humans cannot be absolutely static, due to life processes such as breathing and
heartbeat, which provides the possibility for detection of static humans. However, such tiny motions of the human body are easily drowned out by fluctuations of CSI measurements as humans
are away from the wireless link. In order to catch such tiny motions, finer propagation models and
more sensitive features are undoubtedly required (Wu et al. 2015b; Liu et al. 2014).
7 CONCLUSIONS
In this study, we design and implement a WiFi-based sensing system for passive detection of moving targets. To the best of our knowledge, this is the first study to exploit the more sensitive phase
information other than amplitude information in this field. We have conducted extensive experiments and the evaluation results show that both sensitivity and robustness are improved simultaneously compared with previous approaches. We open up the utilization of CSI’s phase information for passive target detection, and future work will focus on taking full advantage of CSI.
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