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ABSTRACT

Unlicensed LPWANS on ISM bands share the spectrum with vari-
ous wireless techniques, such as Wi-Fi, Bluetooth, and ZigBee. The
explosion of IoT deployments calls for an increasing need for long-
range cross-technology communication (CTC) between LPWANSs
and other techniques. Yet, existing technologies cannot achieve real
long-range CTC for commodity wireless. We propose L2X, which
provides long-range CTC to diverse receivers with LoRa trans-
mitters. At the heart of L2X, we design an energy-concentrating
demodulation mechanism that de-spreads LoRa chirps over the
air. Therefore, L2X enables non-LoRa receivers to detect and de-
modulate LoRa signals even under extremely low SNR. We address
practical challenges in L2X design. We propose a packet detection
method to detect low-SNR LoRa transmissions at non-LoRa re-
ceivers. To decode LoRa transmissions, we accurately synchronize
the demodulation window with incoming packets and propose a
cross-domain demodulation approach to enhance the demodula-
tion SNR. We implement L2X, all using commodity devices, and
extensively evaluate its performance. The results show that L2X
achieves 1.2 km CTC with the signal —9 dB below the noise floor,
improving the distance by 30X compared with state-of-the-arts.
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1 INTRODUCTION

The past decade has witnessed an unprecedented proliferation of
wireless technologies (e.g., Wi-Fi, Bluetooth, ZigBee, and LoRa) for
connecting ubiquitous devices for Internet of Things (IoT). The
deployment of all kinds of wireless devices is anticipated to grow as
large as 75 billion by 2025 [1]. Popular wireless techniques contain
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Figure 1: Illustration of L2X’s working principle.
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two categories based on their communication ranges. The short-
range wireless protocols (e.g., Wi-Fi, Bluetooth, and ZigBee) have a
high data rate but are deficient in coverage. On the contrary, the
long-range wireless protocols, e.g., LoRa, have a large coverage but
are limited in the data rate. By pushing the information from the
long-range wireless to short-range devices, we can bridge the tech-
nology gap, build more efficient IoT systems, and even enable appli-
cations that are previously impossible. For example, we can apply
L2X for providing assistant links to isolated LoRa nodes that cannot
connect to any of gateways, where the Wi-Fi/ZigBee/Bluetooth
nodes can help to forward the LoRa information to the application
servers. This is useful for developing regions without wireless in-
frastructure for long-range communication. L2X can also be used
to share the channel information (e.g., channel frequency and ac-
tive time) among heterogeneous networks to negotiate the channel
settings on ISM bands. In this paper, we ask the question—“Can
we push the information from the long-range wireless (e.g., LoRa) to
other wireless (e.g., Wi-Fi, Bluetooth, and ZigBee) directly for existing
devices?”

Existing Approaches. Much research effort has been made on
CTC among short-range wireless protocols [2-12]. FreeBee [2] and
WiZig [3] enable Wi-Fi to ZigBee CTC via Packet Probe Modulation
(PPM). They encode data bits at Wi-Fi transmitters by adjusting
the transmitting time and power of Wi-Fi packets. Then, ZigBee
receivers decode incoming Wi-Fi packets through channel detection.
PPM-based CTC approaches [2-6] have a low data rate of tens
of bits per second, as they use each whole packet for encoding
only several bits. Recent literature introduces high data-rate CTC
via PHY-layer signal emulation [7-13]. For example, WeBee (7]
and BlueFi [8] leverage Wi-Fi transmitters to emulate ZigBee and
Bluetooth compliant packets by manipulating the payloads of Wi-
Fi packets. Recently, LoRaBee [14] and XFi [15] try to push LoRa
packets to short-range wireless via RSSI and CSI tracking.

Fundamental Limitations: The PHY-layer signal emulation de-
mands high-end transmitters, which is not supported by the com-
modity low-cost LoRa. Meanwhile, the signal emulation often in-
troduces SNR loss for the emulated signal [12], which is prohibited


https://creativecommons.org/licenses/by/4.0/

ACM MobiCom 22, October 17-21, 2022, Sydney, NSW, Australia

for long-range CTC. Existing LoRa based CTC techniques (e.g.,
LoRaBee and XFi) do not leverage the properties of LoRa chirp sig-
nals and thus cannot achieve long-range communication. The key
for LoRa long-range communication is to de-spread LoRa chirps
for energy concentration on demodulation. However, existing CTC
techniques cannot support chirp de-spreading at the non-LoRa
receiver (e.g., Wi-Fi, Bluetooth, and ZigBee devices).

Our Approach. This paper proposes L2X, the first long-range
CTC from LoRa to diverse wireless techniques (e.g., WiFi, Bluetooth,
and ZigBee) with a communication range in the order of kilometers.
L2X takes the benefit of LoRa chirp spreading spectrum modulation
that enables chirp de-spreading and energy concentration at non-
LoRa receivers based on RSSI sampling. Thus, it achieves high noise
resistance for long-range CTC at diverse receivers. The simple
requirements of L2X allow it to run on most commodity devices,
which promises a low deployment cost for existing IoT systems.

The principle of L2X is shown in Figure 1. At the heart of L2X is
an energy-concentrating demodulation mechanism that de-spreads
LoRa chirps over the air. L2X adopts two collaborative LoRa devices
at the transmitter side: one for transmitting data packets and the
other for transmitting reference packets, e.g., standard LoRa bea-
cons. By synchronizing those two transmitters both in time and
frequency, the chirps from them are superposed and aligned in
time over the same channel. While propagating over the air, we
show that the superposed data chirp and reference chirp lead to
signals with time-varying amplitudes. We theoretically prove that
the frequency of this time-varying amplitude is the same as the
de-spreading result of the data chirp. Thus, we can decode data
chirps by analyzing the amplitude samples of the superposed signal
at non-LoRa receivers. The decoding process, which is similar to
de-spreading, can concentrate the energy in the data chirp, which
leads to high noise resistance and long communication range.

Design Challenges. To realize the idea of L2X, we incorporate
several novel designs to address practical challenges. (1) How to
accurately detect low-SNR LoRa signal at non-LoRa devices? The
signal can be drowned below the noise due to the long-range propa-
gation and attenuation. Existing works fail to detect those low-SNR
packets and thus cannot achieve long-range communication. We
leverage the structure of the LoRa preamble for LoRa signal detec-
tion. We first divide the received signal into consecutive detection
windows and then detect the LoRa packet by finding the pattern
of consecutive energy peaks that correspond to repeated chirps in
the preamble. (2) How to achieve time and frequency synchroniza-
tion at both the transmitter side and the receiver side? We need
synchronize the time and frequency between the L2X data and
reference transmitters. Besides, we should align the demodulation
windows at each L2X receiver with incoming LoRa packets. The un-
avoidable hardware imperfections (e.g., hardware delays and carrier
frequency offsets) and the extremely low SNR of LoRa signals make
the synchronization challenging. For the transmitter side synchro-
nization, we first analyze the source of time and frequency offsets
at LoRa hardwares and then compensate for the offsets at each
transmitter. For the receiver side synchronization, we exploit the
correlation with the conjugated chirps in the preamble for aligning
demodulation windows with incoming LoRa packets. (3) How to de-
modulate the real low-SNR LoRa signal? The key for this challenge
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is to aggregate energy of each chirp for demodulation. Theoret-
ically, we can aggregate energy from the de-spreaded chirps by
FFT with RSSI samples. In practice, we show that each de-spreaded
chirp has two segments of different frequencies due to the cyclical
frequency shift of LoRa payload chirps. Thus, the energy of those
two segments cannot be aggregated for efficient demodulation. We
propose a cross-domain demodulation approach that concentrates
the energy of both segments by applying sampling interval control
and spectrum merging.

We implement L2X on the commercial-off-the-shelf (COTS) de-
vices and conduct extensive experiments to evaluate the perfor-
mance. The results show that L2X can provide long-range CTC
between LoRa and other wireless. Our main results and contribu-
tions are summarized as follows.

e To the best of our knowledge, L2X is the first end-to-end protocol
that runs on top of COTS LoRa devices providing reliable long-
range CTC to diverse non-LoRa receivers. It breaks the SNR
boundary of existing CTC for reliable long-range connections
with high noise resilience.

To address practical challenges, we propose a LoRa packet detec-

tion approach to detect low-SNR signals even below the noise.

We remove time and frequency offsets in signal transmissions by

synchronizing the two transmitters. At the receiver, we achieve

accurate window alignment and maximize the demodulation SNR
for decoding by a cross-domain demodulation strategy.

e We implement L2X and evaluate its performance using COTS
LoRa transmitters and diverse receivers, including ZigBee, Blue-
tooth, and Wi-Fi devices. The results show that L2X can achieve
1.2 km long-distance CTC to diverse receivers with the receiving
signal —9 dB below the noise floor, improving the distance by
30x compared with the state-of-the-art LoRaBee method.

2 BACKGROUND & MOTIVATION

LoRa Modulation and Demodulation. LoRa uses the Chirp
Spreading Spectrum (CSS) at the physical layer for modulating
signals into chirps of linear-varying frequencies [16]. LoRa chirps
are inherently robust against noise, multi-path degradations, and
Doppler effects. Thus, they can be detected and decoded under
extremely low SNRs [17, 18]. The receiving sensitivity of a typical
LoRa client is as low as —148dBm, around 50dBm lower than that
of the Bluetooth [19, 20].

Fig 2(a) shows a base up-chirp with frequency increasing lin-
early throughout the whole bandwidth. LoRa encodes data bits into
symbols by cyclically shifting the frequency of the base up-chirp.
The LoRa chirp modulation incorporates two key parameters, i.e.,
spreading factor (SF) and bandwidth. SF determines the number of
data bits that a LoRa chirp can modulate. For encoding SF bits with
a single chirp, LoRa defines 25F different shifting frequencies. The
frequency of an encoded LoRa chirp should be within the band-
width BW, where signals with frequency higher than BW will align
down to the lowest frequency, as shown in Fig 2(b). A LoRa receiver
demodulates encoded up-chirps in two steps. First, it de-spreads
the received chirp by multiplying it with a base down-chirp. The
down-chirp is the conjugate of the base up-chirp; therefore, the
de-spreading leads to a single tone with a frequency equal to the
initial frequency of the received chirp. Then, the receiver applies
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Figure 2: LoRa physical layer modulation mechanism with
chirp spread spectrum.

FFT on the de-spreaded signal, and decode the data by finding the
associated FFT bin of the energy peak, as shown in Fig 2.

CTC with LoRa. LoRa provides long-range and low-power wire-
less communication over the Sub-1 GHz and 2.4 GHz ISM bands.
The bands of LoRa overlap with the operating frequency of many
short-range wireless networks (e.g., Wi-Fi, Bluetooth, and ZigBee).
Direct communication between LoRa and short-range wireless en-
ables many IoT applications that are previously difficult to build.
For example, by adding LoRa onto wireless mesh networks, we can
efficiently reduce the overhead for network management as the key
messages can be transmitted to sensors through direct long-distance
links [21, 22]. Moreover, L2X also avoids cross-technology interfer-
ence (CTI) problems, e.g., channel competition, signal collision, and
throughput degradation, by channel occupancy negotiation among
heterogeneous devices of different standards. This is meaningful
for LoRa deployments especially considering the complex wireless
coexistence situations in the wide coverage area of LoRa.

3 DE-SPREADING OVER THE AIR

In this section, we show how L2X de-spreads LoRa chirps over the
air. Native LoRa receivers de-spread incoming signals by transform-
ing the chirp’s time-varying frequency to a single tone. Non-LoRa
receivers do not support the chirp de-spreading operation, and thus
they cannot decode LoRa packets for long-range CTC.

The key idea of L2X is to offload LoRa chirp de-spreading from
the receiver to the signal propagation phase, i.e., de-spreading LoRa
chirps by signal superposition over the air. When two LoRa chirps
overlap over the air, the superposed signal has a periodical varying
amplitude whose frequency is the same as the frequency difference
between those two chirps. This indicates that we can obtain chirp
de-spreading by creating signal superposition and then analyzing
the amplitude of the superposed signal.

We show the mathematic model of our over-the-air chirp de-
spreading. A LoRa chirp with the initial frequency of f; is

Ci(t) = ajcos [2m (fi + kt/2) t + ¢;] (1)

where ¢; is the initial phase of the chirp, and k is the slope of the
frequency change. We use the time-varying angular frequency, i.e.,
wi = 2n(fi + kt/2), for the sake of formula simplification. The
superposition of two different LoRa chirps can be represented as

@)

To derive the amplitude pattern of the superposition, we transform
the superposed signal to a more compact form. We first reconstruct

s(t) = ag cos(w1t + 1) + az cos(wat + @2)
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Figure 3: Illustration for chirp de-spreading over the air: (a)
spectrogram and (b) time waveform for a chirp superposi-
tion, (c) RSSI trace at non-LoRa receivers, and (d) chirp de-
spreading result from RSSIL.

the phase expression of each chirp by applying the trigonometric
formula. For example, we reconstruct the angular frequency of
the chirp Cy(¢) as w1 = (w1 + 02)/2 + (w1 — w2)/2. Therefore, the
superposed chirp signal s(t) can be expressed as

a1 cos [(a)1+w2t+ i +<p2)+(w1 _w2t+ 12 —fpz)]

2 2 2 2

w1+w2t+ ¢1+<P2) _ (wl —wzH_ 1 —4)2)]

2 2 2 2
By cos(x+y) = cosx-cosy —sin x - sin y and merging similar items,
we have

+ arg cos [(

w1 - - w1+ +
(a1+(xz)cos( ! 2t+(p1 (pz)cos( ! zt+(p1 (pz)

2 2 2 2

w1 —w - w1+ +
_(al—az)sin( 12 L (pz)sin( ! 21‘+(1112(p2)

Finally, based on the auxiliary angle formula, we transform the
above additive formula into a multiplicative one with the coefficient
representing the amplitude. The obtained superposed signal is

! + 2

+
s(t) = Acos (ut 5 +<I>) (3)
where A is the amplitude of the chirp superposition as
A:\/af+a§+2a1a2 cos ((w1 — w2) t+ @1 — ¢2) (4)

and @ is the instantaneous phase as

W1 —wW2 P1—¢2
(a1 + az) cos (Tt + T)

©)

@ = arctan

; W1—W3 P1—P2
( —ag)sm( 3 “’T)

We obtain the chirp de-spreading result of C; (¢) from the signal am-
plitude in Eq. 4 as cos ((w1 — w2) t + ¢1 — @2) when the frequency
of the superposed signal Cy(t) is known (i.e., wg is known). L2X
leverages this property for over-the-air chirp de-spreading by su-
perposing the data chirp with a known reference chirp. Figure 3(a)
and (b) show the time-frequency domain and time-amplitude do-
main waveforms of the chirp superposition. The chirp de-spreading
result from the amplitude envelope is shown as the red curve in
Figure 3(b). Note that the reference chirp is not necessarily a base
up-chirp as long as its start frequency is known.

To decode LoRa packets at the non-LoRa receiver, we extract the
signal envelope and recover the de-spreading result as shown in
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Figure 3(c) and (d). We program Wi-Fi/Bluetooth/ZigBee devices
to detect and decode LoRa packets during their carrier sensing
operations, e.g., on the MAC-layer CSMA. The RSSI is inherently
required by CSMA and is accessible from the corresponding regis-
ters. The receiver can obtain the RSSI and then detect the existence
of a LoRa packet. At the same time, the receiver can detect the
incoming native packet by detecting a receiving packet interrupt.
The L2X packets will be corrupted upon concurrent native com-
munication as the strength of native signals is much higher than
that of LoRa signals. This promises the compatibility for L2X with
normal operations of receivers as their native communications are
not impacted.

To summarize, (1) the superposition of two LoRa chirps generates
signals with time-varying amplitude whose envelope is the square root
of the ideal chirp de-spreading result, and (2) other wireless devices
can extract and decode the envelope signal from LoRa transmissions
by sampling the RSSI over the wireless channel. The over-the-air
chirp de-spreading brings the opportunity for enabling long-range
CTC from LoRa transmitters to diverse wireless devices.

4 L2X OVERVIEW

L2X is a software solution that provides long-range CTC from LoRa
to diverse IoTs (e.g., Wi-Fi, Bluetooth, and ZigBee). L2X exploits
chirp de-spreading over the air to enable non-LoRa devices decode
LoRa chirps by detecting the amplitude envelope of incoming sig-
nals. The de-spreading operation makes the CTC robust against
channel attenuation and wireless interference.

The overall system design of L2X is as follows (see Figure 4).
We use two LoRa nodes for the CTC transmission: one for sending
the normal data and the other for transmitting a reference signal.
Those two devices are synchronized both in time and frequency, so
that they can concurrently transmit packets over the same channel.
Note that the reference node can be a LoRa gateway that transmits
mandatory LoRaWAN beacons as the reference signal. In such a
case, the reference node does not introduce extra overhead. At the
receiver, a Wi-Fi/Bluetooth/ZigBee device extracts the amplitude
envelope of the incoming signal by RSSI sampling over the LoRa
channel. It then recovers the chirp de-spreading results and iden-
tifies incoming LoRa packets from the RSSI samples. Finally, the
receiver can successfully decode the LoRa packet by interpreting
the demodulation results.

5 PACKET IDENTIFICATION

This section describes how L2X enables non-LoRa devices to identify
incoming LoRa packets. For brevity, this section assumes that the

45

Shuai Tong, Yangliang He, Yunhao Liu, Jiliang Wang

Freq (kHz)

~ 100
z
5 A
.- - --____
N ________———— -
0 800 1600 2400 3200 4000 4800 5600 6400
Sample #

Figure 5: L2X’s packet identification by detecting LoRa pre-
amble signals of the identical frequency.

two LoRa senders are synchronized. We will explicitly deal with
synchronizing LoRa transmitters in Sec. 6.

e Signal Extraction. L2X explores using the amplitude envelope
at non-LoRa receivers for detecting incoming LoRa packets. We
extract the envelope signal by collecting RSSI samples with COTS
devices, i.e., periodically reading values from the corresponding
register. The RSSI is measured in decibels with reference to one
milliwatt. Therefore, we extract the envelope signal by transferring
RSSI to power values as P(t) = 1mW X 10RSSI/10 Ag is illustrated
in Eq. 4, the power values P(t) consists of the desired de-spreaded
chirp signal and a DC component (i.e., a% + ag in Eq. 4). We finally
remove this DC component from P(t) with a digital DC isolation
filter to obtain the desired de-spreaded chirp.

e Preamble Detection. After obtaining the de-spreaded chirp
signal, we now explore how to identify low-SNR LoRa packets
by detecting the incoming preamble. There are two challenges for
preamble detection at non-LoRa receivers. First, signals from distant
low-power transmitters may have extremely low SNRs. This is often
overlooked in existing approaches. We should detect the preamble
even when the signal is under the noise floor. Second, L2X should
distinguish target transmissions from other wireless signals.

We propose an energy-enhanced packet detection approach
leveraging the structure of the LoRa preamble. A typical LoRa
preamble is composed of multiple consecutive base up-chirps. As-
sume a data packet has a frequency difference of fy with a reference
packet. After de-spreading those two superposed packets, we should
have consecutive preamble symbols with frequency fy. Based on
this, we detect the low-SNR LoRa signal as follows: (1) We divide the
signal into a series of consecutive detection windows. The length of
each window is equal to the length of a chirp. (2) In each window,
the superposed preamble chirps are de-spreaded to a single tone
of frequency fy by envelope signal extraction. We concentrate the
signal energy in each window by transforming preamble signals to
FFT peaks in the frequency domain. The de-spreading and energy
concentration also randomize the impact of channel noise. Thus, we
can detect energy peaks for preamble chirps even under extremely
low SNRs. (3) Finally, we detect the existence of the preamble by
searching for identical FFT peaks in consecutive detection win-
dows. In presence of interference, we identify the existence of a
preamble when there are N, consecutive windows each containing
a peak within the frequency range of (fy — Af, fo + Af), where N,
is the number of chirps in the preamble, and Af is the tolerance for
frequency estimation errors.
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Figure 6: Accuracy for frequency and time synchronization
for various LoRa transmitters.

6 SYNCHRONIZATION
6.1 Transmitter Side Synchronization

We first explore how to synchronize the data transmitter and refer-
ence transmitter in both time and frequency. To initialize the syn-
chronization, the reference transmitter first acquires the medium
and transmits a reference signal. Upon detecting the reference
packet, the data transmitter switches to the transmitting mode and
adjusts its local time and frequency. To achieve accurate synchro-
nization, we address the following practical issues: (1) the hardware
processing delays for transmitting and receiving signals, (2) dif-
ferent path propagation delays for signals from two transmitters
to the receiver, and (3) Carrier Frequency Offsets (CFO) for local
oscillators of two distributed transmitters.

To address those issues, we first evaluate the hardware process-
ing delay for commodity devices. Our measurements show that the
time for packet decoding, interrupt processing, and radio switching
is nearly constant for a specific hardware platform. Therefore, we
compensate the hardware processing delay by adjusting the packet
transmitting time based on pre-estimations. We adjust the trans-
mitting time of data packets with the granularity of micro-seconds
which is the highest supported time accuracy for our STM32 based
LoRa nodes. Then, we deal with the propagation delay that in-
troduces a time offset between data and reference signals at the
receiver. The time offset leads to decoding errors when it is larger
than a basic time chip (i.e., t. = 1/BW). We address this offset by
taking the known frequency of LoRa preambles. When there is a
time offset between the data and reference signals, de-spreaded
signals of both preambles and payloads are shifted by the same
frequency. Thus, we estimate the preamble frequency and remove
it from the payload de-spreading results for L2X payload demodula-
tion. Finally, we estimate and compensate for the CFO. Commodity
LoRa devices can measure the frequency offset between its local
carrier and the incoming LoRa signal. The estimated value is a
20-bit integer in hertz stored in the Frequency Error Indicator (FEI)
registers and can be addressed from the address of 0x28 to 0x2A
for SX1276. Therefore, we cancel the CFO by extracting the value
from the FEI registers and fine-tuning the carrier frequency of the
data transmitter.

We evaluate the synchronization accuracy on four LoRa data
transmitters of different vendors and radio chips. Device 1 and
device 2 are with SX1276 and powered by battery and USB, respec-
tively. Device 3 is with SX1268 and powered by a battery. Device 4
is with SX1280 and powered by USB. All of the four data trans-
mitters are deployed closely to the reference transmitter to avoid
the impact of propagation delays. Figure 6(a) shows the frequency
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Figure 7: Receiver side synchronization: L2X aligns the de-
modulation window to the start of an incoming LoRa packet
by detecting the peak from the correlation result.

of all transmissions are synchronized with an accuracy of +25Hz.
Figure 6(b) shows the time of the four data transmitters are synchro-
nized with an accuracy of 10us. The residual synchronization errors
and time offsets caused by propagation delays are further resolved
in the payload decoding by taking the frequency of preambles as a
reference.

6.2 Receiver Side Synchronization

At the receiver, we need to align the demodulation window with
the incoming packet. Our key idea is to determine the accurate
packet start by exploiting the conjugated chirps (i.e., base up-chirps
and down-chirps) in a LoRa packet. Recall the analysis in Sec. 3, the
superposition of two chirps of the same type (e.g., two up-chirps)
leads to the single-tone envelope signal for chirp de-spreading.
However, the superposition of two chirps of different types (e.g.,
an up-chirp and a down-chirp) leads to the envelope signal with
linearly varying frequencies, as shown in Figure 7(a). This brings
opportunity for transferring small time misalignments to significant
correlation coefficient changes by performing cross correlation
with such a frequency-varying envelope signal. We leverage this
observation for receiver synchronization.

We generate superposition of an up-chirp and a down-chirp
by controlling the preamble length of the data packet. The num-
ber of base up-chirps in a LoRa preamble can be adjusted from 6
to 65535 [19]. In our implementation, we set the preamble of the
data packet to have one more up-chirp than the reference packet.
Therefore, the last up-chirp in the preamble of the data packet is su-
perposed with the down-chirp (i.e., the Start Frame Delimiter, SFD)
of the reference packet as shown in Figure 7(b). The superposition
of those two conjugate chirps results in a chirp for the envelope
signal, whose frequency varying rate is twice of the base up-chirp.
We then use cross correction to derive the start of the packet. Specif-
ically, we use a locally generated reference chirp to correlate with
the received envelope signal. There should be a clear correlation
peak when the start of the generated reference is exactly aligned
with the chirp in the envelope signal, as shown in Figure 7(b). Then,
we detect the index of the correlation peak and derive the start of
the received packet by subtract the known preamble length from
the detected peak index. Based on the detected packet start, we can
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Figure 8: Cross-domain symbol demodulation based on spec-
trum merging,.

finally determine the demodulation windows, each strictly aligned
with a LoRa symbol.

7 CROSS-DOMAIN DEMODULATION

Till now, we have synchronized the demodulation window with
the incoming packet. Then, we show how to decode data bits from
low-SNR LoRa signals. The key idea is to aggregate the energy of
the envelope signal by transforming it from the time domain to
the frequency domain. After de-spreading over the air, the signal
in each demodulation window is transformed to a single tone. In-
tuitively, we can apply FFT for signals in each window and find
energy peaks in the frequency domain. Then, we obtain the demod-
ulation data from the highest peak in the FFT result. However, this
is not effective in practice due to the cyclical frequency shifting
of LoRa payload modulation. As shown in Figure 8(a), part of the
payload chirp with frequencies higher than BW /2 will be aligned
down to the lowest frequency at —BW /2. This leads to two differ-
ent frequencies in the chirp de-spreading result, i.e., the payload
frequency shift fy and the wrapped frequency |fy — BW|, as shown
in Figure 8(b). Thus, simply applying FFT on the signal leads to
energy loss for peak detection, affecting chirp demodulation.

We propose a spectrum merging approach to address this prob-
lem for two cases. The first case is that the LoRa RSSI sampling rate
is higher than twice the LoRa bandwidth. (1) We have two separated
peaks for a LoRa payload chirp in the frequency domain. As shown
in the top of Figure 8(c), those two FFT peaks are symmetric in the
spectrum of (0, BW), at fy and BW — f, respectively. (2) We flip
the spectrum of (0, BW) by moving the FFT result of the highest
frequency to the lowest frequency. Thus, the peak at BW — f; in
the original spectrum is now located at the frequency of fy. (3) We
finally superpose the flipped spectrum with the original one to
aggregate the energy of those two FFT peaks.

For effective spectrum merging, the two peaks for superposition
should be in phase to avoid spectral leakage. However, the envelope
signal in real values does not support phase compensation in the
time and frequency domain. Therefore, before energy concentra-
tion, we apply Hilbert transform [23] to the envelop and construct
a complex I/Q stream. The Hilbert transform is a linear system
that imparts a phase shift of 7/2 to every frequency component for
the input signal. Thus, we use the original real values Sy(t) and its
Hilbert transform Sp (t) to synthesize the complex I/Q stream as
S(t) = Sp(t) + jSp(t). After constructing a complex stream from
the original envelope, we leverage the adaptive phase compensa-
tion strategy in [24] for spectrum merging. We first transform the
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synthesized S(t) to the frequency domain as F{S(t)} = R(f) by
FFT. Then, we adjust the phase of energy peaks by multiplying the
flipped spectrum with e/® before the spectrum superposition. We
search for the optimal phase compensation via:

(6)

The maximum can be obtained only when the phase difference
between the two superposed peaks is perfectly compensated. The
searching step is set in prior, e.g., 5 ~ 20 steps from 0 to 27 based
on the signal quality. For high quality signal, we can even directly
find the peak without searching. For each round of search, we
perform the spectrum superposition with a computation complexity
of O(N). Therefore, the phase compensation has a low overall
computation overhead and can be processed in real-time for our
low-power IoT end nodes. Based on the phase searching result, we
can finally concentrate the energy of the entire payload symbol
and estimate its accurate frequency for demodulation.

The second case is that the sampling rate is less than twice of
the LoRa bandwidth. We propose a sampling control strategy to
concentrate the signal energy. Based on Nyquist sampling theorem,
when the sampling rate Fs < 2BW, there will be spectrum aliasing
where frequency f; > Fs/2 are folded to the range of (0, Fs/2) as
Fs
>
Intuitively, if we set the sampling rate to an integer part of the BW,
ie,Fs =BW/nn=1,2,...,the peaks of fy and fo — BW will appear
at the same location in the spectrum as shown in the middle of Fig-
ure 8(c). However, those two peaks may have different initial phases
and thus direct spectrum folding can lead to severe spectral leakage.
Thus, we set the sampling rate Fs = 2BW/(2n + 1). Thus, we have
two peaks of different frequencies locating symmetrically in the
spectrum, as shown in the bottom of Figure 8(c). Similar to spectrum
merging of Fs > 2BW, we flip the spectrum, compensate the phase
of those peaks, and then add those two peaks constructively. The
energy of the payload signal can thus be effectively concentrated
for demodulation. It is worth noting that the sampling control strat-
egy of L2X does not break the Nyquist-Shannon sampling theorem.
LoRa symbols with inadequate Nyquist sampling rate still cannot
be recovered due to frequency aliasing. COTS LoRa (e.g., SX1276)
supports a wide range of bandwidth from 7.8kHz to 500kHz. Thus,
we can select an appropriate bandwidth for LoRa transmitters given
a sampling rate at the receiver. Besides, even when the sampling
rate is lower than the LoRa bandwidth, L2X can still work by adopt-
ing a payload manipulating scheme at the transmitter. For example,
for the SF12 symbol, we use its eight least significant bits (LSB) for
payload modulation and discard the 4 most significant bits (MSB).
Thus, we can decode the data bits by detecting the aliased frequency.

i®
® = arg o max Ro.8w) (f) + R(g—Bw £, (f) - €/

frorp = |mod(f; + %J:s) - )

8 ANALYSIS

We present an analysis on the receiving sensitivity of L2X and show
that the de-spreading over the air introduces a very small SNR loss,
allowing L2X to demodulate under very low SNRs.

L2X decodes LoRa packets by detecting the amplitude of super-
posed chirps (see Sec. 3). Denote r(t) = s(t) + w(t) as the received
signal for L2X’s amplitude detection, where s(t) is the superposed
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Figure 9: The SNR of de-spreaded signal with data and refer-
ence packets under various SNRs.

SF | SNR Threshold SF | SNR Threshold

7 -7.0dB 10 -11.0dB
8 -8.3dB 11 -12.4dB
9 -9.7dB 12 -13.7dB

Table 1: SNR thresholds of data and reference packets for
L2X demodulation across SFs.

chirps with time-varying amplitude A(¢) as in Eq. 3, and w(t) is
the channel noise whose amplitude n(t) follows the Gaussian dis-
tribution with a variance of 2. The noise in the received signal
is determined by the channel bandwidth of the receiver. As the
channel bandwidth increases, a receiver listening on the bandwidth
will pick up more in-band noise. The power of the noise can be
represented as

N =k xT(k) x B(Hz)
where k is Boltzmann’s constant (1.38E — 23] /K), T is temperature
on the Kelvin scale, and B is receiving bandwidth. The amplitude
of the received signal can be represented as

Ir(1)] =y [A(®) +n(1)]? ®

L2X obtains the de-spreading result from the amplitude |r(¢)| by
calculating its square. We substitute the complete form of A(¢) in
Eq. 4 to |r(t)| and calculate its square as

|r(t)|2 = (xf +a§ + 2102 cos ((w1 — w2) t + @1 — @2)

+n2(t) + 2n(t)\/af + ag + 2a1ap cos O(t)

a1 and oy are the signal strength of the data packet and the reference
packet, which is determined by the signal power spectrum density
(PSD) Ep; and the signal bandwidth B; as (xiz = Ej; X Bs. We remove
the DC component of af + ag by applying a DC isolation filter. The
DC filter also removes the non-zero components from the noise.
The rest of the |r(£)|? consists of the target de-spreaded chirp signal

(10)
and the zero-mean noise. We focus on the lowest SNR required for
the L2X demodulation. Thus, we assume that both the data packet
and the reference packet are received with a very low SNR, i.e.,
a1 and a are much smaller than the noise density (i.e., the noise
power to 1Hz bandwidth, denoted as Ny = k x T = o%/B). The noise

item with \/af +aZ + 2ayay cos ®(t) is much smaller than n®(t) and

Sa(t) = 2a1a cos ((w1 — w2) t+ @1 — @2)

can be neglected for estimating the SNR of the de-spreading signal.
Thus, the main part of the noise is

ng(t) = n?(t) - E (nz(t)) (11)
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Figure 10: The indoor floor plan and devices spread out across
tens of office rooms.

where E(-) is the mean operation. n?(t) is the square of a normal
distribution whose variance is 0® = NoB. Thus, n%(t)/o? follows
the chi-square distribution with one degree of freedom and mean
value 1. Based on this, we have E (n(t)) = NyoB and the noise
power for ny(t) in Eq. 11 is

P,=E (n4(t) +ol- 20'2n2(t))
(12)
-E (n4(t)) — NZB?

For a standard normally distributed variable, the mean of its fourth
power equals to 3. Thus, we have E (n(t)) = 3N02B2. The noise
power in Eq. 12 is P, = ZNgBZ. The signal power in Eq. 10 is
P = 40(%0{% = 4Ep Bs X EpyBs. Therefore, the SNR of S;(t) is

Pg B2
SNR; =101g P_n =3.01+101g ﬁ +SNRj4ta +5NRref(dB) (13)

where Bg/B is the ratio between the signal bandwidth and the
noise bandwidth (i.e., receiving bandwidth), which is negative to
the demodulation SNR when the noise bandwidth is wider than
that of the signal. We first emulate the data packet and reference
packet with different SNRs and calculate the SNR of de-spreaded
signals. Figure 9 shows the result. We can see that the SNR of the
de-spreaded signal decreases as decreasing of either the data SNR
or the reference SNR. We further verified that the emulated SNR in
Figure 9 is consistent with the theoretical analysis in Eq. 13. Based
on the SNR threshold for standard LoRa chirp demodulation [25],
we further derive the lowest SNR requirements of data and reference
packets at different SFs with a bandwidth of 125kHz. We assume
that both the data and reference packets are received at the same
SNR. The results are shown in Table 1. Compared with the SNR
threshold of native LoRa, L2X has a very small sensitivity loss,
allowing it for reliable long-range CTC.

9 IMPLEMENTATION

Hardware and software. We implement L2X with commodity
wireless transceivers. For packet transmission, we use commodity
LoRa end nodes with SX1276 [19] and SX1280 [26] for sending
signals at 915 MHz and 2.4 GHz, respectively. The LoRa nodes send
LoRa signals at 24 dBm. At the receiver, we use Bluetooth, ZigBee,
and Wi-Fi devices for demodulating and decoding LoRa signals. We
achieve RSSI sampling by a function call for TI CC2652R (Bluetooth)
and CC1310 (ZigBee) chips in our implementation. We achieve RSSI
sampling on Wi-Fi devices with the CSITool software platform [27].
The RSSI values are either processed (i.e., de-modulated) on the
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node or flushed to a PC for analysis, depending on experiments.
By default, the spreading factor (SF) and bandwidth (BW) of LoRa
packets are set to 12 and 125kHz, respectively.

Experiment setups. We evaluate L2X’s performance in both in-
door and outdoor environments:

o Indoor scenario. As shown in Figure 10, we place LoRa trans-
mitters and L2X receivers in a 200 m X 95 m office building. The
rooms are separated by concrete walls. We deploy the transmitters
in one office and move the receiver to over 10 different locations.
The received SNR at the 10 locations was approximately -6~15dB,
as shown in Figure 12. Due to the blockage of walls, most trans-
missions are under the non-line-of-sight (NLoS) condition, and the
signal is severely attenuated. This scenario is representative of a
realistic large scale indoor deployment.

o Outdoor scenario. We further deploy a campus-scale outdoor
testbed. We place the transmitters on the roof of a four-story office
building. We move the receiver to 13 different locations to collect
LoRa packets in both LoS and NLoS conditions with various distance.
The bird view of the outdoor testbed is shown in Figure 11. The
received SNR significantly varies across the different receiving
locations, ranging from -8 dB to 7 dB (see Figure 12). Most of the
received signal in this deployment is below the noise floor and the
signal fluctuates as pedestrians and traffic pass by.

Evaluation Metrics. We adopt four metrics to evaluate the perfor-
mance of L2X: i) Symbol Error Rate (SER) measures the demodulation
performance of L2X at the symbol level; ii) Packet Delivery Ratio
(PDR) computes the packet reception rate, where a successful packet
reception requires more than 80% of the symbols are correctly de-
coded,; iii) Throughput is derived with the received packets, denoted
as bits per second; iv) Energy Consumption computes the energy
consumed for decoding each bit, denoted as m] per bit.
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Baselines. We compare L2X with two state-of-the-art (SoTA) CTC
approaches for communication between LoRa and short-range wire-
less, i.e., packet probe modulation-based FreeBee [2] and energy
trace-based LoRaBee [14]. We also adopt the standard ZigBee and
native LoRa as baselines.

10 EVALUATION & RESULTS

In this section, we evaluate the performance of L2X to answer the
following questions.

® Q1 (§10.1)) How much does L2X improve the demodulation perfor-
mance compared with state-of-the-art CTC techniques and standard
short-range wireless?

® Q2 (§10.2)) What is the energy efficiency of L2X for receiving LoRa
packets at non-LoRa devices?

® Q3 (§10.3)) How does L2X perform in various real-world deploy-
ments, including indoor/outdoor, low/high noise, and Los/NLoS sce-
narios?

® Q4 (§10.4)) How well does L2X perform with Wi-Fi and Bluetooth
receivers?

10.1 Overall Comparisons with SoTAs

Setup: We evaluate the performance of L2X and SoTAs with the
indoor testbed under various SNR settings and LoRa configurations,
including three SFs (8, 10, 12) and three BWs (62.5 kHz, 125 kHz,
250 kHz). We deploy the LoRa transmitters and L2X receivers at
the same room and adopt a USRP N210 [28] for transmitting white
Gaussian noise over the LoRa channel. Thus, by adjusting the trans-
mitting power of the USRP, we can generate LoRa packets with
different SNRs. We implement the L2X receiver on a ZigBee node
with the CC1310 [29] chip. The sampling rate of the node is 25
kHz. We compare L2X’s SER and throughput with LoRaBee [14]
under various LoRa SF and BW configurations. The PPM-based
FreeBee [2] approach is not affected by LoRa SF and BW changes.
Thus, we compare L2X with FreeBee and standard ZigBee in terms
of the SNR threshold which is the minimum SNR requirement for
decoding 80% of transmitted packets.

Results: We present the performance comparison of L2X and SoTAs
for different LoRa SF and BW configurations.

e Evaluation of SF configurations. Figure 13(a) shows the SER
performance of L2X and LoRaBee with different SFs and SNRs for
BW 125 kHz. Both L2X and LoRaBee have performance improve-
ments with higher SFs. This is because a higher SF leads to a longer
chirp length. For LoRaBee, a longer chirp length makes it easier to
detect the down edges of the LoRa energy trace. For L2X, a longer
chirp length leads to more concentrated signal energy in demodu-
lation. LoRaBee requires a chirp length no less than 8ms. Thus, we
can only show the evaluation results of LoRaBee for SF 10 and 12.
Figure 13(a) also shows that the SERs of both L2X and LoRaBee in-
crease as the LoRa SNR decreases. LoRaBee decodes LoRa payloads
by detecting energy trace of received signals. Thus, as the SNR
decreases, the channel noise quickly overwhelms the time-domain
energy trace, causing a rapid SER increase when the SNR is lower
than 6 dB. In contrast, the SER of L2X increases much slower than
LoRaBee, and the SER remains low even when the signal power is
lower than the noise, i.e., SNR< 0. This is because L2X takes the
benefit of chirp de-spreading for energy concentration. As a result,
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L2X achieves high noise resistance and long-range transmissions
even when signals are severely attenuated during propagation.
Figure 14(a) and 14(b) show the detailed SER performance of
L2X with different SFs. When the SNR is =5 ~ 0 dB, almost 100%
high-SF (10, 12) transmissions and 50% low-SF (8) transmissions
have the SER < 0.2 as L2X can reduce the noise interference by
cross-domain energy concentration. When the SNR < —5dB, the
successful packet delivery with SER < 0.2 for the three SFs are 1%,
16%, and 63%, respectively. In practice, small SFs in LoRa are used
for near-area high data-rate transmissions. Thus, we can increase
the SF for improving decoding performance in low-SNR scenarios.
Figure 13(b) shows the throughput of L2X and LoRaBee with
various SF configurations. The throughputs of FreeBee and ZigBee
are not compared as they are not impacted by the SF. LoRa packets
with small SFs provide high data rates for both L2X and LoRaBee,
as a smaller SF leads to shorter channel time for each chirp. For
all SNRs, L2X has a much higher throughput than LoRaBee, as
L2X encodes more bits in each chirp and experiences lower SERs.
Figure 13(c) shows the SNR thresholds of L2X and three SoTAs.
LoRaBee, FreeBee and native ZigBee decode packets based on time-
domain characteristics such as signal phase and energy. Therefore,
they all require the signal power higher than the noise, i.e., SNR
> 0 dB. L2X benefits from chirp de-spreading and achieves an SNR
threshold of —7 dB in SF12, which is much better than SoTAs.
e Evaluation of BW configurations. We demonstrate the impact
of the signal bandwidth on L2X by estimating the SER and through-
put under various SNRs with SF=12. The ZigBee and FreeBee trans-
missions are not impacted by the LoRa bandwidth configuration.
Therefore, we compare them with L2X in terms of SNR thresholds
in Figure 15(c). Figure 15(a) illustrates the SER of L2X and LoRaBee
with three different BWs. As the BW decreases, the SER of L2X
decreases due to the longer chirp duration and less in-band noise
and interference. On the contrary, the SER of LoRaBee increases as
the BW decreases. This is because the LoRaBee requires the ZigBee
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TEST OPERATIONS CURRENT
Active MCU 2.5 mA
MCU + Radio Tx 11.2~25.1 mA
MCU + Radio Rx 5.5 mA
Standby 0.7 uA

Table 2: Estimation of current on a CC1310 based L2X receiver
under various operations. The device is powered at 3.6V.

channel to overlap with the LoRa band for collecting RSSI traces. A
narrow bandwidth leads to low energy tracking accuracy and thus a
high SER. The SER of L2X outperforms LoRaBee with all three BWs
under all SNR settings due to the benefit of chirp de-spreading and
energy concentration. Figure 16(a) and Figure 16(b) show the CDF
of L2X’s SER with different BWs. When the SNR is =5 ~ 0dB, most
transmissions of 62.5 kHz and 125 kHz have SERs lower than 0.01;
over 97.5% transmissions of 250kHz have SERs < 0.2. When the
SNR < —5dB, the median SER for 62.5 kHz, 125 kHz, and 250 kHz is
0, 0.06, and 0.26, respectively, demonstrating high link reliability.
Figure 15(b) shows the throughput of L2X and LoRaBee. As the
bandwidth increases, both L2X and LoRaBee obtain throughput
improvements as LoRa chirps with larger bandwidth have a much
shorter channel time. For all BW settings, the throughput of L2X
is much higher than that of LoRaBee, as L2X encodes more bits
in each chirp than LoRaBee. The receiver sensitivity of L2X also
outperforms LoRaBee, allowing L2X getting a much higher through-
put especially for low-SNR situations. We finally compare the SNR
threshold for L2X, FreeBee, LoRaBee, and native ZigBee in Fig-
ure 15(c). We can see that L2X outperforms all other methods by
pushing the SNR threshold to —9dB with a bandwidth of 62.5kHz.

10.2 Energy Consumption

Setup: In this experiment, we measure the energy profile of L2X
receivers. The measurements of energy consumption show the
possibility for applying L2X in low-power IoT end devices. In the
experiment, we first measure the current of a CC1310 [29] ZigBee
receiver with a Monsoon HV Power Monitor [30] under different
operations, including MCU computing, radio transmission, RSSI
collection, and sleeping. Then, we estimate the receiver power
consumption by multiplying the measured current with the input
voltage (i.e., 3.6V in our experiment) and accumulating the multi-
plication result over time. Finally, we simulate the battery life of
L2X receivers based on their energy consumption given the battery
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Figure 17: Energy consumption for ZigBee CC1310 based
L2X receivers: (a) Energy cost, (b) Expected battery life under
different duty cycles and packet lengths.

capacity of 2200 mAh. Note that we use LoRa devices with teth-
ered power supplies as L2X transmitters, so we do not consider the
energy consumption at the transmitter side.

Results: Table 2 shows the current profile of the CC1310 receiver.
L2X decodes LoRa packets by continuously collecting RSSI in the
radio Rx mode with a current consumption of 5.5mA. Compared
with the native packet reception of ZigBee, L2X introduces very
limited additional energy consumption for RSSI sampling. Thus,
L2X does not introduce significant energy consumption compared
with native techniques. Based on the current estimation, we derive
the energy cost for receiving LoRa packets of 50 payload symbols
with various SFs and bandwidths in Figure 17(a). We observe that
the the total energy consumption for L2X receivers is related to the
SF and bandwidth, as a larger SF or narrower bandwidth leads to
a longer packet and thus higher energy consumption. We further
translate the energy cost to the battery life. We assume that a
L2X receiver with a 700 mAh battery continuously receives LoRa
packets with SF12 and 125kHz bandwidth. Figure 17(b) presents
the battery life of the L2X receiver. With the longest packet length,
the battery-powered L2X receiver can work for nearly two years
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Figure 18: SER and Throughput of L2X at 10 locations of the
indoor deployment.
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Figure 19: SER and Throughput of L2X at 13 locations of the
outdoor campus-scale deployment.

for 40 transmissions per day. L2X receivers can further extend their
battery life by lowering the rate for LoRa packet reception.

10.3 Real-World Deployments

Setup: We evaluate the performance of L2X in real-world deploy-
ments of both indoor and outdoor environments. For each deploy-
ment, we configure the LoRa transmitters to send LoRa packets in
a duty cycle of 10% with SF 12 and bandwidth 125kHz. We move
the L2X receiver to tens of indoor/outdoor locations to evaluate its
performance in different environments. Besides, we evaluate the
impact of the distance between data and reference transmitters on
the L2X performance. We deploy the data and reference senders
outdoors and change their distance from 0.3 to 1.8km. We deploy
the receiver between the two senders and evaluate its PDR and
throughput with different Tx distances.

Results: Figure 18 presents the SER and throughput of L2X and
SoTAs at ten different indoor locations. L2X achieves the lowest
SER and the highest throughput at all evaluated locations compared
with SoTAs. LoRaBee decodes LoRa symbols by detecting changes
in energy traces, and thus it requires a high receiving SNR and is
vulnerable to interference. FreeBee leverages the signal time for
decoding data bits, which is more reliable than LoRaBee but still has
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avery low data rate. L2X outperforms all other methods in both SER
and throughput. Figure 19 shows L2X’s performance in the outdoor
campus-scale deployment. LoRaBee fail to work for most locations
in this outdoor deployment due to its high SNR requirement for
demodulation. Thus, we only present the comparison of L2X and
FreeBee for the outdoor experiment. L2X detect all packets transmit-
ted at the 13 locations, which verifies the efficiency of our packet
detection method. Figure 19(a) illustrates that the SER increases
as the distance increases. As an exception, the receiver at location
12 is close to the transmitters, but it has a high SER due to the
heavy blockage and interference by a nearby laboratory building.
L2X decreases the SER by upto 29% than FreeBee. Besides, as L2X
encodes more bits for each chirp symbol, the network throughput
of L2X is about 9% to 31X of that of FreeBee.

Figure 20 shows the impact of distance between reference and
data transmitters on L2X performance. We take the native LoRa as
the baseline by setting a LoRa receiver co-located with the L2X re-
ceiver. Figure 20(a) shows the PDR of L2X , where most packets are
successfully decoded even when the distance between transmitters
reaches 1.2km. This also shows the benefit that the propagation
time offset is compensated by taking the preamble frequencies as
a reference. As the distance increases to 1.8km, the PDR of L2X
decreases due to the signal attenuation of long-range links. Fig-
ure 20(b) shows the throughput of L2X. L2X has a high throughput
even when the two transmitters are 1.2km distance away, due to
the propagation offset compensation. The native LoRa has a higher
throughput than L2X, but it requires both the transmitter and the
receiver supports the LoRa protocol, limiting its usage.

10.4 Wi-Fi and Bluetooth Rx

Setup: We evaluate the performance of L2X with Wi-Fi and Blue-
tooth receivers in 2.4GHz bands. We implement L2X receivers on
commercial off-the-shelf Bluetooth devices (TI CC2652R [20]) and
Wi-Fi devices (Intel 5300 NIC [31]). The sampling rate of the Blue-
tooth receiver is 25kHz due to clock restrictions of low-cost hard-
ware. We use the CSITool software platform [27] installed on the
Wi-Fi devices for collecting RSSI readings. The CSITool platform
requires the Wi-Fi receiver associated to an AP. Thus, it can collect
RSSI readings based on the periodical probes from the AP. The
duration of a Wi-Fi probe is much shorter than a LoRa chirp. There-
fore, we can collect many RSSI samples on each LoRa chirp for L2X
demodulation. In our experiment, the sampling rate of the CSITool
is set at 2kHz, where the probe interval is 0.5ms with a packet
length of 145 bytes. We use 2.4G LoRa devices with SX1280 [26]
chips for transmitting LoRa packets. The duration of a LoRa chirp
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Figure 21: RSSI readings of the L2X signal at Bluetooth (TI
CC2652R) and Wi-Fi (Intel 5300 NIC) receivers.
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Figure 22: SER and PDR on Wi-Fi and Bluetooth receivers.

is 20ms with the SF configuration of 12 and BW= 203.125kHz. The
experiment is carried out in the indoor environment. We use a
USRP N210 to continually generate Gaussian noise to change the
received SNR on demand. The received SNR is estimated with a
native LoRa receiver that is co-located with the L2X receiver. The
noise in the Wi-Fi experiments includes both the channel noise and
the concurrent Wi-Fi probe signals.

Results: Figure 21 shows the RSSI readings at Bluetooth and Wi-Fi
receivers. We can see that both signals follow the varying amplitude
pattern. We can also see more severe distortion in the Wi-Fi RSSI
readings compared with that of the Bluetooth. This is because
the Wi-Fi bandwidth is much wider than that of the Bluetooth,
and thus it introduces much more in-band noise in RSSI readings.
Besides, the sampling rate of the Wi-Fi receiver (i.e., 2kHz) is much
lower than that of the Bluetooth (i.e., 25kHz) due to restrictions
of commodity Wi-Fi NIC interfaces, which further exacerbates the
distortion of Wi-Fi RSSI waveforms. Figure 22(a) shows the SER
of L2X at Wi-Fi and Bluetooth receivers with different SNRs. The
SERs of the two receivers first keep low, and then grow as the SNR
decreases to the demodulation threshold. The SER of the Wi-Fi
receiver increases faster than that of the Bluetooth due to the noise
distortion and low sampling rate of the commodity Wi-Fi device.
Figure 22(b) presents the PDR for the two receivers on decoding
LoRa packets. Both receivers can decode more than 99% of LoRa
transmissions when the SNR is above -2dB. The Bluetooth receiver
can still decode 95% of LoRa packets even when the LoRa SNR
is as low as -7dB. Based on previous evaluations of 2.4GHz LoRa
communication ranges in outdoor city-scale environments [32],
the RSSI of native LoRa decreases rapidly as the communication
range increases, which is —85dBm on 0.6km, —96dBm on 1.2km,
and —120dBm on 2.7km given the noise floor of -85dBm. We derive
the SNR-distance relationship based on the RSSI estimations. The
expected PDR for the BLE L2X receiver can be higher than 99%
when the distance is within 900m. Then the PDR decreases rapidly
after 900m and becomes zero as the communication range increases
over 1.2km. The expected PDR of Wi-Fi L2X is about 95% when the
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SNR
(b) Packet Delivery Ratio
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communication range is at 300m and quickly decreases to zero as the
distance increases. L2X communication with Wi-Fi devices degrades
significantly in the wild deployments as the wide bandwidth of
Wi-Fi introduces much more noise. For the future work, we can
improve the performance of L2X Wi-Fi receivers by applying a
small bandwidth with the latest MU-OFDMA technique.

11 DISCUSSION

In this section, we briefly discuss some design issues of L2X.

o Security. L2X leverages the same security mechanism with the
native LoRa, where it implements end-to-end encryption for appli-
cation payloads exchanged between end-devices and application
servers. L2X transmitters encrypt data bits in the application layer.
Thus, even attackers can decode the physical layer symbols, they
cannot recover the application data.

o Deployment Cost. L2X leverages two cooperative LoRa devices
for packet transmission. In practice, two LoRa transmitters in L2X
can serve many non-LoRa IoT devices in a large coverage area. This
reduces the cost for deploying transmitters considering the scale
of the whole network. Besides, L2X can also take the mandatory
LoRaWAN beacons from gateways as the reference signal. In such
a case, the reference node does not introduce extra overhead and
the deployment cost for L2X transmitters will be further reduced.

o Packet Collisions. There will be packet collisions when multiple
LoRa data nodes send packets simultaneously. However, as LoRa
chirps with different SF and bandwidth configurations are orthogo-
nal to each other, concurrent LoRa packets of different SFs are not
de-spreaded during the transmission, and thus they introduce little
impact on the L2X demodulation. For concurrent LoRa transmis-
sions with the same SF and bandwidth, we can adopt LoRa collision
resolving approaches for recovering the data packet from the in-
terfering signal [24]. For example, we can distinguish FFT peaks of
data packets from interference based on their power difference.

o Robustness to Interference. L2X is more susceptible to inter-
ference (e.g., Wi-Fi interference in 2.4GHz) than the native LoRa.
Wireless interference alongside LoRa transmissions has an impact
on the RSSI of the L2X receiver. Unexpected RSSI changes within a
LoRa transmission can lead to L2X demodulation errors. Besides,
L2X receivers on COTS Wi-Fi hardware have a wider receiving
bandwidth than the LoRa BW, which leads to more in-band in-
terference than the native LoRa. Based on the analysis of Sec. 8,
the SNRjqtq and SNR,.¢ in Eq. 13 should be at least 7.1dB for
L2X demodulation with Wi-Fi receivers. The lowest requirements
for SNRj4sq and SNR;¢ are each increased by 19.9dB due to the
wider Wi-Fi bandwidth compared with LoRa (i.e., 20MHz versus
203.125kHz). A possible improvement can be using the MU-OFDMA
in Wi-Fi 6 to acquire one single RU with the minimum receiving
bandwidth of 2MHz. Decoding LoRa packets against interference
will be our future work.

12 RELATED WORKS

Cross-Technology Communication. Much research effort has
been made on cross-technology communication (CTC) for heteroge-
neous wireless technologies. Previous CTC works mainly focus on
the interconnection between short-range wireless, e.g., Wi-Fi, Blue-
tooth, and ZigBee, by exploiting the packet-level information [2-4]
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or physical-layer signal emulation [7-9]. Packet-level CTC lever-
ages packet characteristics such as signal strength [3-6], trans-
mission time [2, 33, 34], and packet length [35] for conveying data.
Those approaches suffer from low bit rate as each packet only modu-
lates several bits. Physical-layer CTC improves the communication
efficiency via signal emulation [7, 8, 10-13, 36-38]. The key idea is
to use high-end transmitters (e.g., Wi-Fi APs) to emulate low-end
device compliant packets (e.g., Bluetooth and ZigBee) by manipulat-
ing payloads of transmitting packets. LTE2B [13] connects ZigBee
devices with licensed LTE through physical-layer signal emulation
with a communication range of upto 400 m. Recent research ex-
plores interconnecting between short-range wireless and LPWANS.
LoRaBee [14] pushes LoRa packets to ZigBee by detecting RSSI
at the ZigBee device. It sets the LoRa channel to partially overlap
with the ZigBee band. Thus, the frequency-varying LoRa chirps
lead to RSSI changes at the receiver, which can be used for de-
modulation. XFi [15] decodes LoRa packets at a Wi-Fi receiver by
recovering chirp signals from the Wi-Fi CSI trace. Those works do
not leverage the LoRa CSS modulation for energy concentration
and cannot decode low-SNR LoRa signals. Different from those
works, L2X de-spreads chirps for energy aggregation to achieve
reliable long-range CTC.

Concurrent LoRa transmission. L2X is motivated by extensive
works on decoding concurrent LoRa transmissions. They resolve sig-
nal collisions by leveraging LoRa physical features such as hardware
imperfections [39, 40], temporal signal characteristics [41-43], en-
ergy distributions [44-46] and frequency domain features [24, 47].
These works boost channel efficiency by tackling multiple chal-
lenges of high transmitter concurrency, real time processing, bad
channel conditions and so on. L2X leverages the physical features
of concurrent LoRa transmissions for decoding LoRa packets at
non-LoRa receivers, and thus achieving reliable long-range CTC.

13 CONCLUSION

This paper proposes L2X to provide long-range CTC for diverse
wireless receivers over LoRa. The key innovation of L2X is an
energy-concentrating demodulation mechanism that de-spreads
LoRa chirps over the air. Therefore, L2X enables non-LoRa receivers
to detect and demodulate LoRa signals even under extremely low
SNRs. We propose several novel techniques to address practical
challenges. We design a method for LoRa signal detection and
synchronization based on the structure of the preamble. We maxi-
mize the receiving sensitivity with a cross-domain demodulation
approach. We implement L2X on COTS devices and thoroughly
evaluate its performance with both indoor and outdoor deploy-
ments. The evaluation results show that L2X can achieve 1.2 km
long-distance CTC to diverse receivers with an extremely low SNR
of -9 dB, improving the distance by 30x compared with the state-
of-the-art LoRaBee method.
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