Sz 45 4% i B AR 55 HY SRR

Ik AR ZeH

K -

FEMHIE

$£19% $£6H 20234£6 H

B o

R

Ml o] 2%

B OEER &

FEHIETRAF B

ERESER
=
E 5514
ERESHE
Programmable Logic Controller
PLC
2]
4 L
sessasn (@
2020 2025
TTEAMBEN ERRERE ERHES AR

Tk B R LS A B



10 40

24%

Proportional Integral Derivative PID
1 1

1 BEITEED .
PLC
2 HEYRER : PLC

3 HAEHASE
PLC

122 Il 2% R P

Virtual PLC PLC
Givehchi Gl
PLC Hegazy

PLC
B3]

PLC

IEEE

802.1 Time-Sensi-
tive Networking TSN
TSN IEEE
TSN
TSN
IEEE TSN
PLC TSN BANEET—

FAE T PLC BIBRR, FHZHISEIM N ZAR
SETMEMEH, BIFEMELZHRN EREMRE
EHIMES, LEHIIREE A —MARS , METMZH,

CaaSMZ % H)

AR ZEH

Z=HIBEIARS  Control as a Service
Caa$ BIERES ST RIETIERER, hE
IH}#?::%UEE% 'ﬁ Wéﬁumz ’ %?ﬁﬁu{i%iﬁﬁﬂ%ﬂ
MGIEE L AL 2 CaaS

B IA—AN 8 s 8 =l
INBERE L

\ LL [ LE?‘ /47l i’%\
| o HFAEPE

E52

“&“ﬁ‘,‘/ “““

W =smepoens

Y

HERATE

B2 4 BPAR S M 24 R A



Ca

CaaS

CaaS Mz O RBITEE A FTESES FHE,
CaaS

HEE A FHE—CaaSiifil

CaaS

Programable Logic PL

Processing System PS
PLC
CaaS
aS
3
W& E . AR HE 3
Tt TEBREM,

A 1) A 2K ) 4%
it WEERNEFAE (Direct Memory Ac-
cess, DMA)
BEE ET2BREBANNESITE
X DMA CaaS$
A
PLC

CPU
ETFeBRBERAMNESITE PL
Real-Time Clock RTC

CPU

RNESE ARG

EF DAL =[ e ] e
PLC$@}\$@H:’J I Packetized PLC 10 Config. Client

I -
1 [Global-nme-aware Exe

cution] Time Sync.

S| T o I
TTEREM: — [ Core Isolation

i

OS Processes

RE |~~~ CPU Core 0 _ CPU Core 1

ET BN BBINTEIE I e

T
PLC

T
10 AXI-  Metadata

DMA lite DMA
] 1 1

PL-PS Comm.

@_
@_

Switch Fabric| @
o

S
TSN RTC _ﬁ
v

fRieteHEE

CaaSAX ]

H3 CaaSR MKt



ETRERBUFINRE

BEHEH—CaaSESEREAE CaaS
EE-MEHREEERS TSN/
- CaaS SMT

NP z3  Gurobi
CaaS TSN 1000
TSN CaaS

FAEEEEEERASMTEESEWMA TR

EHUT. BMESHITHFARMERETE, URE TSN ¢l
A7 7 T o £ o A 4% ) 4% %
Satisfiability Modulo
Theories SMT SMT
4
Task 1&Task 2 1 Reinforcement Learning RL
D1 D4 D5
1 1
SW2 1 DI AR T DeepScheduler, —FhE T iRER
SW2 DI SWI SW1 L SIHRER Y R TSN/CaaS BET % ¥
SwW2
4 SW2 1 DeepScheduler
1 SwW2 5 Deep-
D4 SW2 D5 Scheduler ~ TSN/CaaS
1
BEBNR: FSERATRT AR N 21T 8
eox)  [Flowpiei MD1 TISw260sET FIOWSIABE MSW2 BIDSEISIET
QW | Taskl | HITES Flowsyspg MSW2 BIDAGVEIES
] e e e R T
VA N S N U O N ===
L5 3 o> __r_i::_____ﬁ;i';':j_'_'_'_':;a;,:;_'_:;t:::_'_';.IL::::;:'_
E-Task1—> MDINBAIGS, BEIDL. D5§ (SW]’SWz)":L;Lﬂsw""?mi"d: """" P T T i
iTask2—> MUD2AINIRE, D3 i (D1, SWI) |- Hoa -~~~ R S P T Wi
i — 100 200 300 400 500 600 700 (us)
EHIES ES1EE

H4 AE5—M%brFRE




N TEmse A 2 ms AT DeepScheduler R R
= DRE—THES. - |
R Se fUI2 (Agent) RIS
N\
EDBPEER (CUC) - ssEE ™
T iy g 47%/;5%% p(flow) “
1 . — %% iz . SE
EPNBEER (CNC) eps BLTEL 4 3 1 S
grenenssnnnany . AT OO T v 1y § ! ﬁ w0 ’w%ff% v .
D BERSS (. WKEES S Tt W& RIS ¢ WRHE
R ‘) F_%gﬁ;”'“fﬁxf ) ﬁiﬁ
A B N ESIRE 1 e
T8 : sre: riod: § s =y e /ﬁ‘f
b jemee ! oo e | 1) seowerrion ||| 5EGS
o (@mi
i R t SIS Sers
fERkes A {788 D
AS ATHREEBMLFITHGMEPER
“ Ziggo” CaaS
http://tns.thss.tsinghua.edu.cn/ziggo/
TSN/CaaS FPGA £ #F IEEE

ETE®MZMZ (GNN) BT R
R&EBRER

ETFRE
i B SN 4R D 2R
RIR = 8] 53 i
RL
DeepScheduler
DeepScheduler
150 5
36% 39% DeepScheduler

CaaSE Pl 5920

CaaS

802.1AS. Qav., Qbv, Qcc % TSNt#hi ", %
FITRES OT mER L MEHR, SCHXBHUE
MENBEMRR SBIRMTEER, KN HLY
B (8] B 7 5 #0 R i S Bk B IE 430

“ Ziggo” CaaS Xilinx
ZYNQ-7000 SoC 6
FPGA
ARM CaaS
Verilog
PS-PL /0
CaaS BRAM
IEEE 802.1AS
PL
PS
OpenPLC™ 10
PLCIO AXI-lite
PL PS Linux
CaaS
Linux




TRz HRAL M LE

- NETCONF
ﬂ #5588 NaES NEES Mite
= IRTSHL IRTSHN HERHLK
- YANG 2% | i :
i N R
CaaSAZ #Ri]], s He o ge 82 (amon
GCL :H:{q: S| s = atl oz :
- PSERS _ 4 A 4
- PS-PL &S = —— = PS-PL (5 } -
PLE3ZY .
BAT) &l 143 ~ f‘@ % b
- 0, 2% e
N A L SIS
‘4 EE ] Tl e IN FRIC
°LA T!UW'@
e iNIEIES] NI Al
ERm Lﬁ 2 ) 5 71 e T
H6 “4m¥Ziggo” CaaST kT HAL
line w/ GTA
22 1M &6 3l 3=k
CaaS Z S ez
7 A380 Ring6
CaaS CaaS 50
CaaS
PLC 42%~45%
CaaS 7 b 7 f
TSN  Open- Baseline w/o GTA 1
PLC DMA Base- PLC
1.01 7 1.0 - r——] 1.0 ]
0.8 1 P 0.8 3“ fJ 0.8 1 ﬂ
w067 W 0.6 H‘ [l LQL 0.6 ’/ ;
8 0.4 -gm j gaasl' | GTA & 04 | ‘; /E O 04 ] j F
0.2 _g memm = Baseline w/o GTA| 0.2 1 “‘ f&' z Caae 0.2 —— Caas 2
oo, —d ool E= smwen|  oop—d== smmeven
0.0 0.02 0.04 0.08 1.00 1.2 3 4 5 19 e 10 408 _1n” 0t
: L oss Rate. : Mean Latency (ms) Latency Jitter(us)

(b) A3R0ME L FEpA  (c) A3R0M-FH R A (d) A380uIHsh A

1.0 1 T — 1 1.0 | r—— 1.0 r— x
I s |
0.8 | i~ * 0.8 | f 0.8+ | I
| ] )|
w 0.6 k 4 I LDLO.6~ ‘f 7 50.6- / H!
Soa4 R — 0044 | J 00.41 i
| == Baseline w/ GTA I | » s 4
02 ‘rﬂ s # Baseline w/o GTA | 0.2 sissssin 0.2

= Caas

1 4 - Caas ;
1 J 0.0441 o= == Baseline w/ GTA 0.0 Jemrdl = = Baseline w/ GTA
0.0 E | — - i H= =) Boseline : =t Besaib
0.00 0.02 0.04 0.98 1.00 o2 3 4 5 107" 10° 10" 102 10% 10%
' ‘Loss Rate ' Mean Latency (ms) Latency Jitter(s)

(f) Ring6®y % &% 5%4  (g) Ring6dy-F#iE& 54 (h) Ring6##3h 4

B7 CaaS gl




Baseline w/GTA
CaaS
Baseline w/ GTA 99
2.47% Ring6

CaaS

1.31 ms
1.46 ms
CaaS

PL-PS
CaaS

CaaS
A380
3.7us

Ringb6

4 ok

PIANY< 1 |

CaaS

3.24 ms

CDF
0

3.18% A380
7 c 7 g

Baseline w/ GTA

42%~45%
4.6J s
54 ms 5.6 ms
CaaS
CaaS

$£19% $£6H 202346 A

B

CCF 3R, mHRFaHIR, LA
U, IEEE Fellow. %857 @A Hik
W5 T ZEERM,
yangzheng@tsinghua.edu.cn

2

CCF AR, HERFHREFEI L4,
ERRR T QAMBER ., DG TR
B 2,

pzi=] ﬁﬂ— 2

'J_'\E‘Jl:

CCF AL R KPR F IR A
TR AEATLERER %A,

(A rtesmd: BHERD

cas  EETET

[1] Yang Z, Zhao Y, Dang F, et al. CaaS: Enabling
Control-as-a-Service for Time-Sensitive
Networking[C]/IEEE INFOCOM 2023-1EEE
Conference on Computer Communications. 2023.

[2] He X W, Zhuge X W, Dang F, et al. DeepScheduler:
Enabling Flow-Aware Scheduling in Time-Sensitive
Networking[C]//IEEE INFOCOM 2023-1EEE
Conference on Computer Communications. 2023.

[3] Givehchi O, Imtiaz J, Trsek H, et al. Control-as-
a-service from the cloud: A case study for using
virtualized PLCs[C]// 2014 10th IEEE Workshop
on Factory Communication Systems (WFCS 2014).
2014: 1-4.

[4] Hegazy T, Hefeeda M. Industrial Automation as a
Cloud Service[J]. I[EEE Transactions on Parallel and
Distributed Systems. 2013, 26(10): 2750-2763.

[5] Yan J, Quan W, Jiang X, et al. Injection Time
Planning: Making CQF Practical in Time-Sensitive
Networking[C]// IEEE INFOCOM 2020 - IEEE
Conference on Computer Communications. 2020:
616-625.



[6] Diirr F and Nayak N G. No-wait Packet Scheduling
for IEEE Time-sensitive Networks (TSN)[C]//
Proceedings of the 24th International Conference on
Real-Time Networks and Systems. 2016: 203-212.

[7] Institute of Electrical and Electronics Engineers, Inc.
Time-Sensitive Networking (TSN) Task Group[EB/
OL]. 2023. https://1.ieee802.org/tsn/.

[8] OpenPLC, Inc. Meet OpenPLC: A multi-hardware
Programmable Logic Controller Suite[EB/OL]. 2023.
https://openplcproject.com/.



