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Traffic-Based Side-Channel Attack
in Video Streaming

Jiaxi Gu

Abstract— Video streaming takes up an increasing proportion
of network traffic nowadays. Dynamic adaptive streaming over
HTTP (DASH) becomes the de facto standard of video streaming
and it is adopted by Youtube, Netflix, and so on. Despite of
the popularity, network traffic during video streaming shows an
identifiable pattern which brings threat to user privacy. In this
paper, we propose a video identification method using network
traffic while streaming. Though there is bitrate adaptation in
DASH streaming, we observe that the video bitrate trend remains
relatively stable because of the widely used variable bit-rate
(VBR) encoding. Accordingly, we design a robust video feature
extraction method for eavesdropped video streaming traffic.
Meanwhile, we design a VBR-based video fingerprinting method
for candidate video set which can be built using downloaded
video files. Finally, we propose an efficient partial matching
method for computing similarities between video fingerprints and
streaming traces to derive video identities. We evaluate our attack
method in different scenarios for various video content, segment
lengths, and quality levels. The experimental results show that
the identification accuracy can reach up to 90% using only three-
minute continuous network traffic eavesdropping.

Index Terms—Video streaming, network traffic, privacy,
side-channel attack.

I. INTRODUCTION

OWADAYS, online video streaming gets more and more
N popular. Cisco report [1] shows that video streaming
takes up a great proportion of Internet traffic and it is also
in a rapid growth. The report predicts it will take up 82%
of all consumer Internet traffic by 2021. Adaptive Bitrate
Streaming (ABS) based on HTTP gradually becomes the
major market of video streaming due to its advantages of
flexibility and infrastructure-friendly property. By splitting
videos into segments of multiple quality levels (bitrates), ABS
enables a smart client-driven bitrate adaptation. Compared
with traditional video streaming protocols such as Real Time
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Fig. 1. DASH streaming shows distinct network traffic pattern owing to its
segment-based data transmission and VBR encoding. This can be used for
video identification by attackers.

Messaging Protocol (RTMP) and Real Time Streaming Pro-
tocol (RTSP), ABS not only has better compatibility with
current infrastructures but also provides mature bitrate adap-
tation strategy. There are various different implementations
including HTTP Live Streaming (HLS) from Apple, HTTP
Dynamic Streaming (HDS) from Adobe and Microsoft Smooth
Streaming (MSS). Dynamic Adaptive Streaming over HTTP
(DASH) is a representative implementation of ABS. It has
been an international standard since 2011 and widely used
by leading companies of video streaming, e.g., Youtube and
Netflix.

Despite of DASH’s popularity, we find that its segment-
based data transmission brings a risk of side-channel attack
based on network traffic. Typically, a video in DASH is first
encoded into multiple copies of different quality levels using
Variable Bit-Rate (VBR) encoding. More specifically, different
average bitrates, which indicate different quality levels, are
used for each video copy, leading to different video size for
different bitrates. Each video copy is then split into video
segments of a fixed length of playback time. Due to video
complexity variation along time, the segment size also varies
along time for a video copy. Each time while streaming, a
client requests a video segment in a certain quality level for
playback. We find that such a mechanism in DASH results in
distinct traffic pattern due to segment-based transmission and
segment size variation of VBR. This can be used to identify
videos while streaming, which we call side-channel video
identification attack. As shown in Figure 1, by eavesdropping
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network traffic during video streaming, attackers can recog-
nize certain pattern of the traffic. Meanwhile, a dataset of
video fingerprints can be built using downloaded video files.
Attackers can then infer what video is currently streaming by
comparing the traffic pattern and video fingerprints. On the one
hand, such traffic-based information leakage is quite serious
due to the popularity of video streaming. On the other hand,
it is also quite critical with the surging use of encryption and
other evasion techniques. Using network traffic information,
Internet service provider (ISP) and enterprise managers can
spy on users indirectly. Moreover, the profit of video streaming
platforms may be damaged if some sensitive information
such as video popularity chart is revealed by unauthorized
organizations. For users watching online videos, their sensitive
video watching history may be used as forensics evidence to
conduct blackmail. In addition, video clips of advertisement
can also be identified and analyzed using such side-channel
attack. Then, users’ various types of privacy such as contextual
localization and demographic information may be invaded.
Also, in this way, understanding human behavior [2], [3] can
be possible.

Traffic-based side-channel attack has been brought into
focus for years. Related literature involves various scenarios
including website browsing [4], instant messaging [5], etc
[6], [7]. There are also different approaches targeting video
streaming [8]-[10]. Those approaches either need to retrieve
remote metadata [8], [9] or re-stream the same video by
attackers [10]. Thus, they are difficult to conduct in practi-
cal environments. Different from those methods, we aim to
propose a seamless side-channel attack method for DASH
video streaming. We do not require any metadata or content
data from video streaming servers. Our main idea is extract-
ing video fingerprints merely from video files themselves,
and directly computing trace pattern from network traffic
of video streaming. Then we achieve seamless and efficient
video identification by combining the eavesdropped traffic and
video fingerprints.

The design of such a traffic-based attack method faces the
following challenges in practice. First, videos are encoded into
multiple quality levels in DASH while these quality levels
are neither prior known nor fixed. This brings challenges
for generating stable and representative video fingerprints.
Second, during video streaming, quality level is adaptively
selected each time according to network conditions, e.g.,
bandwidth. Thus traffic traces of streaming the same video
exhibit uncertain patterns. Last but not least, the eavesdropped
traffic may not correspond to exactly a complete video, e.g.,
a user only watch part of the video thus the eavesdropped
traffic only contain part of the video. Even the user watches
the entire video, it is time-consuming to eavesdrop the entire
video traffic for video identification.

Though there are different quality levels in DASH, we find
their bitrate variation trend is relatively stable for a given
video. Thus we propose a differential bitrate based method
to generate stable video fingerprints. For eavesdropped traffic
of video streaming, we first propose a method to partition
and aggregate it into segments. Then we generate effective
traffic pattern by differentiating every two consecutive seg-
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ments. Finally, we propose a Partial Dynamic Time Wrapping
(P-DTW) method to calculate the similarity distance between
the processed traffic pattern and video fingerprints. P-DTW
can achieve video identification even only using a portion of
traffic in video streaming.

We implement the side-channel attack method for video
identification in DASH streaming. Our method requires no
modification to video client or server. Our video fingerprinting
process uses video files available on most video providers
such as Youtube. Furthermore, we evaluate performance of
our method for different videos and the evaluation results show
that identification accuracy can reach up to 90% with three-
minute eavesdropping.

In summary, we have the following contributions:

1) We propose a novel attack method to derive video iden-
tity from eavesdropped traffic during video streaming
without any modification to video client and server.

2) We propose a differential bitrate based feature extraction
method for generating stable video features which works
for practical adaptive streaming. We design an efficient
partial matching method to combine video fingerprints
and video stream features to derive video identity even
when the eavesdropped traffic is incomplete.

3) We implement our attack method and evaluate it for real
video streaming. The evaluation results show that the
identification accuracy can reach up to 90% using only
three-minute continuous eavesdropping.

The rest of this paper is organized as follows: Section II
introduces the background of DASH and tells the motivation
of our work. In Section III, we investigate some feasible
approaches about eavesdropping of network traffic especially
from a perspective of adversaries. Section IV introduces the
process of video fingerprinting and pattern extraction from
traffic traces in DASH. Section V shows our method of video
identification based on similarities of sequences. In Section VI,
we use a dataset containing videos of various genres and
evaluate our method on this dataset. In Section VII, we discuss
the defense and countermeasure against such attack proposed
in this paper. Section VIII introduces the related work and
Section IX concludes this paper.

II. BACKGROUND AND MOTIVATION
A. Basics of DASH

The whole process of DASH is described in Figure 2. On the
server side, videos are pre-processed including encoding to
multiple quality levels and splitting into segments. Colored
lines in the figure represent available video segments of
specific quality levels, i.e., 500, 1000 and 1500 kbps. Different
from classic video streaming protocols, HTTP-based DASH
streaming can be regarded as a series of file transmission and it
follows classic request-and-reply model. Initially, video client
sends a request to server for a description file which contains
the metadata describing all the segments and their quality
levels. After receiving and parsing the description file, video
client requests video segments on demand. Bitrate adaptation
is client-driven and achieved in video segment. For example,
in Figure 2, a higher quality level is chosen when available
bandwidth increases otherwise a lower level is chosen.
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Fig. 2. In the process of DASH streaming, server is responsible for providing
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video in different quality levels, bitrate trends show similar patterns.

B. VBR Encoding

On the server side, videos are encoded into multiple quality
levels. There are two common encoding schemes called Con-
stant Bit-Rate (CBR) and Variable Bit-Rate (VBR). As the
name suggests, CBR means that the rate at which the output
data is consumed is constant. As opposed to CBR, VBR spec-
ifies an average bitrate constraint and varies the output data
amount of video per time slot according to media complexity.
Usually, the output of CBR has larger size than that of VBR.
Considering streaming efficiency, VBR is adopted in most
practical streaming services. To explain the effect of VBR
encoding, we use a one-minute video clip as an example.
It is encoded using H.264 and generates three different quality
levels, i.e., 500, 1000 and 1500 kbps. Figure 3 shows their
respective data amount per second. Although the average
bitrate is fixed, the data amount per second varies as a result
of VBR. Furthermore, even in different quality levels, bitrate
trend follows a specific pattern which implicitly indicates the
video identity. This phenomenon inspires our idea of video
fingerprinting.

C. Traffic of DASH

To investigate the traffic of DASH, we separately stream
three different videos named Big Buck Bunny, Hockey Prodigy
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Fig. 4. DASH’s segment-based transmission produces traffic peaks while

streaming. The resulting traffic traces show distinct patterns while streaming
different videos.

and Tears of Steal using DASH. For consistency, all of these
three videos are encoded in an average bitrate of 1000 kbps
and chunked in 6-second segment. Their respective traffic
traces are shown in Figure 4. As explained previously, network
traffic of DASH actually indicates periodic segment down-
loads. Thus, traffic traces of different videos show distinct
patterns as figure shows.

Furthermore, DASH video streaming has three main charac-
teristics which make it more vulnerable. First of all, streaming
process shows traffic peaks because of its segment-based
transmission. Thus, the traffic trace pattern is more distinct
than continuous data transmission. Second, transmitted video
segments are strictly in order. In other words, video segments
arrive in a fixed sequence corresponding to the playback order.
Third, different from webpages, video streaming normally
has longer life cycle and there is sufficient traffic data for
completing attack during one single session.

In summary: On the one hand, though one video can be
encoded in different quality levels, its bitrate trend is invariant
due to the mechanism of VBR. On the other hand, DASH
streaming follows a periodic segment-based data transmission.
The resulting network traffic shows distinct patterns while
streaming different videos. It is possible to identify streaming
videos by eavesdropping network traffic. However, it is quite
challenging to finding a good match between video bitrate
trend and the traffic pattern. Moreover, due to bitrate adap-
tation of DASH, transmitted video segments vary in quality
level which makes traffic pattern unstable.

IIT. NETWORK TRAFFIC EAVESDROPPING

Acquiring real-time network traffic while video streaming
is a crucial part of our video identification method. In the
case of video streaming, network traffic refers to downstream
throughput in particular. Network traffic eavesdropping can
be conducted in several different phases of data transmission.
What is more serious is that traffic eavesdropping can be
hardly avoided because of the packet-based data transmission
mechanism in modern network structure.

A. Compromised Endpoint Devices

Attacks or eavesdropping aiming at the clients can be seen
as the most direct and harmful. Not only the network traffic
but also the content of the data transmission may be leaked if
the endpoint devices are compromised. Concretely, this kind
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of attack can be done by malicious software, unauthorized web
browser plugin, third-party network proxy, etc. In these cases,
though data content can be encrypted with strong encryption
methods, real-time network traffic can be effortlessly obtained
by attackers.

B. Malicious Network Infrastructures

Because of the multilevel structure of modern Internet,
network infrastructures are inevitable in data transmission.
Network traffic eavesdropping can be done in various dif-
ferent network devices including routers, switches, etc. Once
these network infrastructures are compromised, the transmitted
data passing through them can be captured and network traffic
can then be calculated. Furthermore, there are also some
fake base stations or man-in-the-middle attacks which can
seriously leak data transmission including network traffic.
Overall, unsafe network environment containing malicious
network infrastructures brings probabilities of network traffic
leakage.

C. Wireless Sniffer Attacks

In addition to attacks aiming at physical devices, infor-
mation leakage also occurs in network connections. Wireless
sniffer is a typical attack of this type. A wireless sniffer is
able to collect and read transmitted data. This type of attack
is very hard to detect if the sniffer itself does not send any data.
Even though the content of transmitted data may be encrypted,
the network traffic can still be inferred.

D. Side-Channel Eavesdropping

Other than direct attacks on network connections and
endpoints, there are also some remote attacks using side-
channel information of network. A representative example of
such attack is utilizing the network congestion by sending
probes [11]. Adversaries can send probes remotely and observe
queuing delays in routers which reflect current network con-
gestion. By this means, network traffic information can be
deduced.

IV. VIDEO FINGERPRINTS AND TRAFFIC PATTERNS

In order to identify videos according to traffic traces of
streaming, a database of video identifiers has to be established.
We call this process video fingerprinting. Firstly, video iden-
tification essentially aims at distinguishing different videos so
every identifier needs to be representative enough. Secondly,
a video may be encoded in different bitrate levels. It requires
to be stable, that is, insensitive to such variations. Lastly,
network traffic while video streaming is affected by network
conditions, device varieties, etc. Video identifiers should be
reliable enough in these cases. In general, we need a video
fingerprinting method which is representative, stable and
reliable.

As DASH adopts fixed length of video segment, we fin-
gerprint videos based on segmentation rules. Given a video
of n seconds, we calculate the data amount per second and
get a sequence denoted as a = (aj,as,...,q;,...). However,
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by this naive means, different quality levels result in different
fingerprints. For this problem, we propose a differential-based
method. For any adjacent data amount a; and a;_;, we use
Equation 1 to calculate the differential between them. For con-
sistency without loss of generality, we set 1 = 0 to represent
no differential at the beginning. Thus, video fingerprints can
be represented by r = (r1,r2,...,7,...). It eliminates the
influence of multiple quality levels and emphasizes the bitrate
trend.

ri = faiff(ai, aic1) = (i — ai—1)/ai— (1)

We assume that there are no other processes consuming
sizable bandwidth such as downloading large files. It is rea-
sonable as users tend to quit such processes for ensuring a
smooth video playback. Some extreme cases, such as very
low bandwidth and high packet loss rate, are not in our
consideration since users will normally leave video streaming
immediately because of bad experience under such circum-
stances. In addition, continual jumps on the playing progress or
frequent switches of video qualities are not considered. These
conditions themselves are abnormal and they can not ensure
a persistent normal playback.

In general, we have following assumptions:

1) Except for DASH video streaming, there are no other

processes consuming large bandwidth at the same time.

2) Network condition meets the requirements for smooth

video streaming.

3) A continuous normal video streaming lasts a long

enough period of time.

4) There are no abnormal user interferences during video

streaming.

In network data transmission, network throughput refers to
the amount of data successfully transmitted from one side to
another in a given period of time. It is typically measured in
bits per second (bps). In this paper, we assume that the raw
data an attacker can get is measured by bps, that is, amount
of data transmitted every second.

We denote transmitted data amount every second as b; at
time t. Here, ¢ is constrained to 1 < ¢t < 7T and T is
the whole eavesdropping period. In DASH, network traffic
mostly consists of these two parts: client’s request for new
segments and server’s reply with video segment data. The
former is negligible because its amount is very small in
comparison with the latter replied video data. In addition,
a Media Presentation Description (MPD) document containing
metadata of the video needs to be transmitted at the begging of
DASH. Its amount which is only several kilobytes also can be
ignored. Thus, network traffic can be regarded as video data
amount transmitted from server to client. In the histogram in
Figure 5 for example, the traffic peaks in the figure are mostly
caused by video data transmission.

In DASH, segment length refers to the playback time
for player consuming the segment which is normally fixed.
Video segment size does not strictly correspond to the traffic
peaks because there are no segment boundaries in traffic.
When network quality gets poor, transmission of one segment
may result in several continuous traffic peaks. Fortunately,
there are two observations we can rely on. First, the data
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into periods in accordance with video segments.

amount of one video segment is limited by global segment
length. Normally, in order to ensure a smooth video streaming
experience, segment size is not too large so the data amount
of one video segment does not need very long transmitting
time. Second, DASH’s buffer-based strategy determines that
video player keeps downloading video segments until the
buffer is full. During the normal video streaming process,
the interval between two downloads of video segments is
normally fixed. Based on these two observations, we design a
function fpe,(by, €, 7) described in Algorithm 1 to aggregate
traffic data into periods. Here, we use the term period to
represent the time range in which one segment is completely
transmitted. In this function, it takes three arguments. The
first b; is the sequential measures of traffic data per second.
The second argument € is responsible for denoising by filtering
out very low data amount. The last 7 means the maximum
length of time one period covers. By clustering the measures
close to each other in time, we can get a sequence of data
amount in periods denoted as p = (p1,p2, . . ., Pi, . . .) returned
by fper. It is illustrated using green dashed boxes in Figure 5.

After traffic aggregation, the absolute time information of
transmission is dropped. It is reasonable because absolute time
of transmitting each video segment can be greatly influenced
by network quality and adaptation strategies. Thus, it is neither
meaningful nor stable as a feature for further video identifi-
cation. In contrast, transmission order of segments remains
invariant.

V. VIDEO IDENTIFICATION

The overall process of video identification is divided into
three steps. The first step is video fingerprinting in the dataset
to generate unique fingerprint sequence r for each video.
The second step starts with eavesdropping network traffic
during streaming. Then, aggregated traffic trace p is computed
according to Section IV. In the last step, we try to compute
the similarity between video fingerprints and traffic pattern for
video identification.

However, there are actually some problems to be solved
in these three steps. Firstly, video data is transmitted in
segment each of which covers a certain length of video
while fingerprints are sampled in second. Thus, we need to
achieve segment alignment in the video fingerprints for further

Algorithm 1 f,., (b, ¢, 7) Aggregates Network Traffic
: be(1 < ¢ < T): Throughput per second.

e: Throughput threshold.

7: Maximum time interval of one period.
Output: p: Data amount per period.

Input

Init(p;) =0 // Empty each period.
1=1; // Start period index from 1.
t'=0; // Start time of each period.

for t — 1 to T do

// There is little data amount.
if b(t) < e then continue ;

// Interval exceeds the maximum.
if t —t' > 7 then

1+ // Skip to the next period.
=t // Update start time.
end
pi +=by; // Add to current period.

end

return p = (p1,p2, ..., Diy---)

identification. Secondly, since bitrate adaptation is a critical
feature of DASH, video segments may be of different bitrates
in different periods of streaming session. Although such bitrate
adaptation is not that frequent, there are still some bitrate
adaptation points in timeline which affect the trace pattern
of throughput measured per second. Last problem is about
calculating similarity between eavesdropped traffic traces and
video fingerprints. Network traffic eavesdropping is unlikely to
begin from exactly the start of the video. The recorded traffic
traces normally correspond to a subset of the streaming video.
We need an appropriate method for measuring their similarity.

A. Video Fingerprinting

Briefly, Figure 6 illustrates the process of generating video
fingerprints on the video playback timeline. By definition in
Section IV, one r; actually corresponds to one time unit, that
is, one second. However, video data transmission is in segment
which normally lasts several seconds. Thus, fingerprints have
to be aggregated into segments. We denote segment length as
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a constant value L. The essential of video fingerprinting is
to split the sequence r into chunks each of which contains L
measures.

Based on Equation 1, we have an equivalent form of it to
represent data amount a;:

Then, we sum up every L seconds of data amount as
Equation 2 shows. We use s; to represent the total data amount
in i-th segment. We use R(r;, L) to represent the part related
to video fingerprints and segment length.

Si = Q(i—1)L4+1 T Q(i—1)L4+2 T -+ F QGi—1)L+L
j=L

Z A(i—1)L+j

<

1
L k=(i—1)L+j

<
Il

= H (Tk —+ 1) a1
j=1 k=1
= R(ri, L) ay 2)

Finally, we use fqi;y to calculate differential between
segments denoted as d;” in Equation 3. We set di? =00
show zero initial differential.

0 ifi=0
df? = v L)—R(r: . 3)
faigs(sissin) = R ROl g >

Now, given a segment length L and the bitrate trend
r, we can compute effective video fingerprints d/? =
(df? afr, ... ,dlfp, ...) accordingly.

B. Traffic Pattern Extraction

In Section IV, we compute p = (p1,p2,...,Pi,...) in
accordance with video segments using the measures of traffic
per second. Here, p; represents data amount transmitted in -
th period. Though, video data is transmitted in segment order
according to DASH protocol. Bitrate adaptation as the most
significant feature of DASH results in multiple-level traffic
while transmitting video segments in different quality levels.
Therefore, it is inappropriate to use the absolute data amount
within each period p;. Instead, we use differential function
faigs in Equation 1 to calculate the traffic differential between
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sequence of segment data amount because of drastic bitrate fluctuations.

periods. Therefore, we have Equation 4 in which d!" represents
the i-th differential data amount. Similarly, we set d’i”" =0to
indicate no traffic differential at the beginning. It is an effective
and stable traffic pattern which can be further used for video
identification.
. 0 ifi =0
dir — “)

Jaigr(Pipi1) = % ifi>0

Theoretically, video bitrate can be arbitrarily adjusted at
any segment boundary. d!" gets unreliable in such bitrate
adaptation points because video segments in adjacent periods
are encoded in different bitrate levels. In order to remove
the error caused by such bitrate adaptation, the adaptation
moments have to be detected very accurately since the traffic
trace is described by increment of adjacent segment data
amount. To illustrate this issue, we use a segment data
amount sequence of adaptive streaming. Segment length is
fixed to six seconds and video encoding bitrate varies between
500 kbps, 1000 kbps, 1500 kbps and 2000 kbps. Bitrate level
is manually changed at specific interval and the moments
are recorded as baseline. The data amount change of such
segment sequence is shown in Figure 7. Segments of the same
encoding bitrate level are marked in orange dashed rectangles.
We can find that segment data amount varies even with the
same encoding bitrate. Encoding bitrate only specifies the
average bitrate and there are some segments marked with
red circle in the figure whose data amount is far larger or
smaller than the average value. Furthermore, adjacent bitrate
levels for adaptation may have very small gap in average
bitrate. As a result, it is very hard to accurately detect bitrate
level changes. In practice, however, it is not a good idea for
Quality of Experience (QoE) if bitrate level is changed too
frequently. Thus, bitrate adaptations are actually occasional in
a single DASH streaming session. The error caused by bitrate
adaptation has little impact as long as the total eavesdropping
time is long enough. This will be evaluated in Section VI.

C. Similarity Measurement

After eavesdropping network traffic while
for a period of time,

streaming
we can extract traffic pattern

Authorized licensed use limited to: Tsinghua University. Downloaded on February 03,2021 at 06:54:11 UTC from IEEE Xplore. Restrictions apply.



978

dv = (d{",dy,....d",...). Meanwhile, for each
video in dataset, we calculate video fingerprints
d’r (dfr alr, ..., dlfp, ...) according to Equation 3.

Video identification is to find out which video is most likely
to generate the traffic pattern. For this purpose, similarities
between d'" and each d/P of different videos need to be
computed and then compared. This problem can be regarded
as a classic temporal series matching problem. Given a traffic
pattern, the video fingerprints which has the highest similarity
to it is chosen as its matched one.

Methods of series matching problem customizing for
various applications have been proposed, e.g., Discrete
Wavelet Transform (DWT), Discrete Fourier Transform (DFT),
Dynamic Time Warping (DTW) and Symbolic Aggregate
approXimation (SAX) [12]. However, in our problem, there
are two important characteristics which cannot be neglected.
The first one is that the number of traffic measures may be
quite few when eavesdropping lasts only a short time. This
makes statistics-based methods unfeasible. Second, the traffic
pattern may only correspond to a portion of the whole video.
Thus, partial matching has to be considered in similarity
calculation.

Before measuring similarity, we need to make sequences
normalized to the same scale. Z-normalization, also known
as “Normalization to Zero Mean and Unit of Energy”, is a
well-known transformation of sequences. Given a sequence,
the formulation of Z-normalization is:

2 —
Z() = ==+

where p is the mean of sequence and o is the standard
deviation. By applying Z-normalization, elements of sequences
can be scaled into a fixed range. Original sequence features
which help to focus on the structure are preserved. Neverthe-
less, it does not work for our problem because of the two
characteristics we mention before. When the length of d
is much smaller than that of d/?, it is unreasonable to use
global mean and variance on the short sequence, i.e., d'".
Furthermore, it is sensitive to outliers because global statistics
are used. Thus, a more robust and stable normalization scheme
is needed here. Sigmoid function
1

S@) = e

meets our requirements because it is independent from global
statistics. Also, it preserve the trend of sequences. After
applying sigmoid transformation, sequences are scaled into
(0,1). Therefore, we have:

DI" = S(d/*) € (0,1)
D" = S(d'") € (0,1)

Figure 8 illustrates the sequences of video fingerprints
and traffic pattern to be matched. They are both normalized
to (0,1). We use DTW [13], a widely used algorithm for
calculating similarity [14]. Its essential idea is aligning two
sequences by warping the time axis iteractively to find the
optimal match between them. However, classic DTW takes full
length of sequences into calculation of cumulative cost. Thus,
inspired by the open-end DTW algorithm [15], we propose
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Fig. 8.  Similarity between the traffic pattern and video fingerprints is
computed using temporal sequence analysis. Traffic pattern may correspond
to a part of whole video fingerprints because of short time of eavesdropping.

P-DTW

Fig. 9. P-DTW relaxes the constraint of matching every element to support
partial matching between sequences. (a) Classic DTW tries to align each
element of sequences and leads to unreasonable results in sub-sequence
matching. (b) P-DTW allows to relax both the start-point and end-point and
makes partial matching possible.

a variant of DTW named P-DTW for partial matching. The
difference between classic DTW and P-DTW is illustrated in
Figure 9. In classic DTW whose warping curve is shown in
Figure 9a, every single element of both sequences are tried to
be matched. In other words, it means series heads and tails
are constrained to match each other. While in Figure 9b, this
constraint is relaxed for achieving partial matching. Obviously,
this is more reasonable in our problem since traffic pattern
correspond to a part of a video in most cases. In P-DTW,
we regard the sequence of video fingerprints D/P as a template
sequence and traffic pattern D'" is a query sequence. The
principle of P-DTW is to find a proper sub-sequence on the
template to minimize its distance to the query sequence. For
this purpose, we use a naive method which iterates on all the
sub-sequences of template. The subsequence which reaches the
smallest distance is chosen as the final similarity. The whole
process of P-DTW is shown in Algorithm 2.

In the idea of DTW, step pattern is critical for cumulative
cost computation and distance normalization as well. Various
step patterns have been proposed for solving different prob-
lems. The most common step pattern is the symmetric pattern
described as min(M[i —1, j|, 2« M[i — 1,7 — 1], M[i, j —1]).
Its corresponding normalization denominator is the sum of
sequence lengths which is stable because of global alignments.

Authorized licensed use limited to: Tsinghua University. Downloaded on February 03,2021 at 06:54:11 UTC from IEEE Xplore. Restrictions apply.



GU et al.: TRAFFIC-BASED SIDE-CHANNEL ATTACK IN VIDEO STREAMING 979
N
N matched i | matched ° matched
: : unmatched <« i i unmatched unmatched
3l : : ; : =1 3 | 1 8 - T T ‘
2 B sy —— | -
87 . ! == g, . ¥ 3 QB i EEE T B T T
= ‘ | = ey : : —
L ’—‘—‘ F : - : 1 [ : ] —— : — | E = 1 3 E i EE i El
—= : - — R S e
J= = = = o — H==Te=t L= -
S . . . . . S . L L s - . v e =
[S) 60 90 120 150 180 [S) 4 6 8 S { 2 3 4 5 6 7 8 9 10 11 12
Eavesdropping time (s) Segment length (s) Video index

(a)

(d)

©

Fig. 10. Similarity distance dist keeps stable for measuring similarity between the traffic pattern and video fingerprints. (a) Similarity distance changes with
different eavesdropping time. (b) Similarity distance changes with different segment lengths. (c) Similarity distance changes with different video content.

Algorithm 2 fp_ppy: P-DTW for Partial matching.
Input

: st¢™m: Template sequence.
s9"¢: Query sequence.
Output: dist: Similarity distance between sequences.

D={}; // A set of distances.
foreach sub-sequence s’ in s*™ do
// Index starts from 1.
n = length(s1"¢); m = length(s');
// Initialize a n X m matrix.
M = array[0 : n,0 : m];
M]J0,0] = 0;
fori=1tondo M[,0] =400 ;
for i =1to mdo M][0,i] =+o0;
for : =1 to n do
for j =1 to m do
// Euclidean distance.
cost = d(s1"¢[i], s'[4]);
// Asymmetric step pattern.
M]i, j] = cost + min(M[i — 1, 4], M[i — 1,5 —
1, Mfi — 1, — 2));
end
end
D.append(M[n,m]/n);
end
return dist = min(D);

While in P-DTW, the length of sub-sequence is unstable. Thus,
in P-DTW, we use an asymmetric step pattern, i.e., min(M[i—
1,4], M[i—1,j— 1], M[i — 1, j — 2]). By this means, we can
use the length of query sequence m to get a reasonable
normalization.

Given a traffic pattern D' and video fingerprints DP, their
similarity distance can be measured by:

dist = fp_prw (D', D) € [0,1) )

A smaller dist indicates a higher probability for the given
traffic pattern matching the fingerprints.

D. Video Identification

Given a traffic pattern and a dataset containing n videos,
there are n distances generated. Empirically, a threshold of

distance can be set for identifying the target video. Setting
such threshold requires distances between matched pairs and
unmatched pairs are distinguishable enough and keep stable to
multiple variables. For evaluating this, three factors including
eavesdropping time, segment length and video content are
considered and the results are illustrated in Figure 10. First,
we use 10-minute traffic trace of streaming a certain video in
a fixed 6-second segment length. We randomly truncate sub-
traces representing different eavesdropping time for calculat-
ing dist to different video fingerprints. The results are shown
in Figure 10a. Red boxes show the distances between traffic
traces and their matched video fingerprints. These distances are
significantly below those unmatched ones. Besides, as eaves-
dropping time varies, distances of matched pairs keep stable.
Second, we keep eavesdropping network traffic for 2 minutes
in different segment lengths. Figure 10b shows the results in
this case. We can see that the distances of matched pairs
are stable and all below the unmatched ones when segment
length changes. Finally, by controlling video content, we keep
eavesdropping time 2 minutes and segment length 6 seconds.
Twelve different video clips are streamed respectively and
the results are shown in Figure 10c. Though discriminabil-
ity between matched and unmatched pairs slightly vary in
different videos, similarity distances mostly keep stable and
discriminative. Thus, it is reasonable to set a threshold of
similarity distance for identifying videos.

VI. IMPLEMENTATION AND EVALUATION
A. Experimental Setup

We implement a typical DASH workflow using FFm-
peg [16] and GPAC [17] toolkit. FFmpeg is used for video
encoding and MP4Box provided by GPAC is used for splitting
videos into segments. A remote server is used for hosting
video data. The client is a PC and we use Osmo4 included
in GPAC as a video player. Video client is connected to a
“hacked” router through ethernet. In order to simulate a case
of eavesdropping network traffic, we use Ettercap which is
widely used for capturing network traffic.

The summary of our video dataset for fingerprinting and
streaming is shown in Table I. The original dataset for fin-
gerprinting contains 200 videos in total. These videos vary in
genres including animation, sports, action, etc. From the orig-
inal dataset, we randomly select twelve videos for streaming
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TABLE I
SUMMARY OF THE VIDEO DATASET

Videos for fingerprinting

Number of videos 200

Average playback time 726 (s)

Bitrate levels 800, 1200, 1600 (kbps)
Time used for fingerprinting 220 (s)
Storage size of fingerprints 1.872 (MB)

Videos for streaming

Number of videos 12
Adaptive bitrate levels 500, 1000, 1500, 2000 (kbps)
Segment lengths 4,6, 8 (s)

JN ‘J\.w" J\H [

sdgy 009T sdgx 00ZT sdgy 008

0 50 100 150 200 250 300 .350 400 450 500 550 600 650
K

Fig. 11. This example is generated by encoding a certain raw video in three
different quality levels. These three copies have very similar bitrate trend.

and further identification. In comparison with the bitrate levels
for fingerprinting, the bitrate levels for adaptive streaming are
deliberately different as the video information of streaming is
unknown in reality. Through this setup, we can evaluate our
method in a more realistic environment since our method does
not require any prior knowledge about the streaming videos.

B. Video Fingerprinting

Since video quality levels used by video streaming servers
are unknown in realistic environment, video encoding bitrate is
a noteworthy factor in video fingerprinting. Fortunately, video
bitrate differential guarantee the extracted video fingerprints
from different encoding bitrate levels show high similarity.
To illustrate this, Figure 11 shows the normalized bitrate traces
of video copies in different quality levels. To prove this more
formally, we calculate the Pearson correlation coefficients
between video copies of different encoding bitrate levels.
The results are shown in Figure 12. The average Pearson
correlation coefficient is around 0.99 so it is reasonable to
think that encoding bitrate levels have very little difference
in extracting video fingerprints. Finally, Figure 13 shows
the extracted fingerprints of the twelve videos for streaming.
As we can see, they show observable difference in shape.

C. Similarity Measurement

There are two parameters we have to determine according to
Algorithm 1. The data amount threshold € and the maximum
period length 7. Normally, data amount of traffic noise such
as MPD transmission and HTTP requests is far smaller than
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Fig. 12.  The Pearson correlation coefficient between video fingerprints
extracted from video copies of different encoding bitrate levels. The range
of the coefficient is between —1 and 1 where —1 indicates total negative
linear correlation, 1 indicates total positive linear correlation and O indicates
no linear correlation.

that of video segment data in orders of magnitude. There-
fore, we use a small ¢ = 20 kilobytes in our experiments.
In addition to €, the parameter 7 plays a role of distinguishing
continuous video segments in network traffic. In the process
of stable video streaming, the interval between two continuous
traffic peaks is around one segment length, that is L. Thus,
the parameter 7 can theoretically be any value from 0 to L.
Empirically, we set 7 = L/2 in our experiments but it is not
the only choice.

For different series matching methods including Minimal
Variance Matching (MVM) [18] which allows arbitrary skips
of elements in template sequence, we evaluate their perfor-
mance. We use traffic data generated with 2-minute eaves-
dropping and calculate its similarity distances with video
fingerprints. The results are shown in Figure 14a. Classic DTW
unsurprisingly has poor performance because of its global
alignments. MVM brings overall low distances but the discrim-
inability is still below that of P-DTW. Then, we use P-DTW
for computing similarity threshold for video identification.
We use 1000 traffic traces in different conditions varying in
video bitrates, segment lengths and eavesdropping time. Fig-
ure 14b shows false rates using different thresholds. We find
that 0.019 is an appropriate threshold for minimizing identifi-
cation false rates. In the following evaluation of our method,
we define a uniform “accuracy” based on this threshold as
follows. Given an eavesdropped traffic trace, we randomly
truncate one thousand sub-sequences of a specific length which
is to be evaluated on. Then we use these sub-sequences for
actual performance evaluation. If and only if the similarity
distance between the traffic pattern and its matched video
fingerprints is below the threshold, it counts as a true test.
So, the accuracy is defined by the ratio of number of true
tests to that of total tests, i.e., one thousand.

D. Various Parameter Combinations

To begin with, we consider single-bitrate streaming. In our
experiments, two variables including video quality level and
segment length are controlled respectively. Video quality level
varies in 500, 1000, 1500 and 2000 kbps. Segment length
varies in 4, 6 and 8 seconds. For a given quality level and
segment length, traffic is eavesdropped for around 10 minutes
in each DASH session while streaming twelve videos from
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Fig. 14.  P-DTW is more effective than other methods and a threshold in living area

of distance is further computed for video identification. (a) P-DTW shows
more stability and discriminability comparing with other two methods.
(b) Threshold of P-DTW distance for video identification is determined by
minimizing false rates.

our dataset. We evaluate the identification accuracy when
eavesdropping time varies. Figure 15 shows the results in
different cases. We find that identification accuracy is greatly
influenced by segment length while video bitrate has little
impact. It can be intuitively explained with the number of
traffic measures. When eavesdropping time is fixed, smaller
segment length leads to more traffic measures which reveal
more clues for identification.

In order to investigate how bitrate adaptation influences
video identification accuracy, we design experiments of adap-
tive streaming. Video bitrate is adaptive in 500, 1000, 1500,
2000 kbps. Using Osmo4, we can manually select video
quality level for video segments while streaming. In this
experiment, bitrate adaptation is triggered in every one minute.
Traffic sub-traces of certain length are extracted by randomly
truncating from the complete trace accordingly. We compute
accuracy upper bound by manually removing the related
measure in traffic pattern. The results are shown in Figure 16.
The actual identification accuracy without manual interference
is very close to the upper bound.

Finally, we evaluate the identification performance on dif-
ferent video content. Twelve videos are separately streamed in
adaptive bitrate with segment length of 6 seconds. Figure 17

3.5 (m) apartment which is divided into 4 rooms by
concrete walls with windows, and the client node is
placed in the diagonal corner of the area.

shows the final results. The accuracy varies a little when
eavesdropping time is low and it gets up to 90% when the
eavesdropping time reaches 180 seconds.

E. Simulations in Various Conditions

In addition to the evaluations above with actual video
streaming, we also do extensive simulations of video streaming
in different conditions, hoping to achieve a comprehensive
evaluation. Generally, the goal of our simulation is to eval-
uate our method in various network conditions and DASH
implementations. The simulation platform we use is a discrete-
event network simulator called ns-3 (ver. 3.29) [19] which is
very widely used in network-related researches. It can simulate
various network typologies, protocols and very fine-grained
network configurations. Even the physical environment such
as buildings and node mobility potentially affecting network
performance can be simulated too. More importantly, multiple
DASH implementations can be integrated in ns-3 for simula-
tion so we can evaluate the performance of our method using
different implementations of DASH.

Concretely, in our simulation, we create a video server pro-
viding DASH streaming of 200 videos, each of which has three
video quality levels. Meanwhile, we initialize client nodes as
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Fig. 15. Identification accuracy with different eavesdropping time in different cases. There are three main variables including eavesdropping time, video
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Fig. 17. Identification accuracy of streaming different videos.

DASH players requesting video segments from the server. The
video segment length is kept 6 seconds and the video quality
level varies in 500, 1000, 1500 and 2000 kbps. Eventually,
each client finishes streaming the total 200 videos one by one.
For network traffic eavesdropping, on the client side, we repeat
eavesdropping for a random three minutes 100 times during
each client streaming each video. Therefore, in one time of
simulation in each client, we generate 200 x 100 = 20,000
network traffic samples to identify.

As video bitrate adaptation in DASH is largely affected by
network status, simulations of video streaming in different net-
work conditions are necessary. For this purpose, we simulate
three typical cases including wired connection, wireless con-
nection in office area and wireless connection in living area.
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Fig. 18.  Simulations with 200 videos are run in different network condi-
tions. (a) Identification accuracy in different network conditions. (b) Bitrate
adaptation intervals in different network conditions.
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Fig. 19. The video identification performance is evaluated using multiple
different DASH implementations and different number of simultaneous video
clients.

The specific information about our simulation of these three
cases is shown in Table II. The data-rate of transmission is set
to 100 Mbps and the specific physical-layer standard of Wi-Fi
is 802.11n. The final results of video identification in these
three network conditions are shown in Figure 18a. We find that
video identification accuracy is relatively high in directly wired
connection while the results in Wi-Fi connections are also near
90%. Moreover, for evaluating video adaptation frequency in
different network conditions, the statistics of bitrate adaptation
intervals are shown in Figure 18b.

Since video adaptation strategy plays an important role
in DASH and traffic-based video identification as well,
multiple different DASH implementations are worth evalu-
ation. We consider three DASH implementations including

Authorized licensed use limited to: Tsinghua University. Downloaded on February 03,2021 at 06:54:11 UTC from IEEE Xplore. Restrictions apply.



GU et al.: TRAFFIC-BASED SIDE-CHANNEL ATTACK IN VIDEO STREAMING

conventional DASH, FESTIVE [20] and PANDA [21].
Besides, considering video streaming strategies adopted by
different DASH implementations, instead of only one client
at a time, we use different number of clients simultaneously
requesting video segments. The results are shown in Figure 19.
In comparison with the conventional DASH implementation,
the accuracy in the customized DASH implementations shows
different degrees of decline. The reasons are that these cus-
tomized DASH implementations adopt different video segment
transmission strategies for either streaming efficiency or sta-
bility. In these cases, the distinct traffic pattern of DASH is
interfered. Meanwhile, when the number of connected clients
increases, the identification accuracy is also influenced.

VII. DEFENSE AND COUNTERMEASURES

The generalized traffic-based privacy attack is really hard
to detect and defense because such attack stems from packet-
based data transmission which is a basic mechanism of modern
Internet. The scenarios of video streaming however rely on
some specific protocols including VBR and DASH. Thus,
countermeasures can be designed against them. The common
idea of the countermeasures is adding randomness or disorder
to break the recognizable patterns of network traffic. Mean-
while, a practical countermeasure has to be compatible with
standard video streaming protocols and requires low overhead.
For example, though transmitting video segments in random
order or attaching redundant data while streaming theoreti-
cally works well as defense. These practices are not good
countermeasures as they either rely on a modified streaming
protocol or require considerable overhead.

A. Variable Segment Length

As the traffic-based privacy attack in DASH essentially
depends on the measured sizes of transmitted video segments,
segment length plays an important role in such attack. The seg-
ment length in real scenarios is carefully selected considering
latency and encoding efficiency. It is even fixed in a specific
video streaming platform. In order to design a countermeasure
by variable segment length, videos can be segmented with
different segment lengths at the acceptable expense of QoE.
On the one hand, adversaries can hardly do video identification
using the network traffic generated with irregular segment
length. On the other hand, video players can still stream the
video because the segment length information is included in
the video metadata which is requested at the very beginning
of the video streaming session.

B. Dynamic Buffer Capacity

Another countermeasure for traffic-based attack is to disrupt
the stable process of video segment transmission. The video
buffer capacity on the client side is crucial for retrieving new
video segments. Video streaming as well as network traffic
pattern of DASH keeps stable only if the buffer is as full
as possible. The buffer capacity is commonly fixed consid-
ering the trade-off between smooth playback and bandwidth
utilization. In order to defense against the traffic-based attack,
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one can use a customized scheme for dynamically adjusting
the buffer capacity. For example, one can randomly enable
a standby buffer to break the full-buffer state. In this way,
long-term stable data transmission can be avoided while video
playback can still meet the requirement of QoE.

C. Continuous Bulk Transmission

Since video identification of DASH roots in the orderly and
individual transmission of video segments, a countermeasure
can be designed by breaking this rule to disrupt the extracted
traffic pattern. One realistic practice is to transmit several con-
tinuous video segments simultaneously instead of transmitting
only one segment at a time. By this means, the eavesdropped
network traffic peaks cannot accurately reflect the sizes of each
video segments so video identification using this information
will fail.

VIII. RELATED WORK

Information Leakage in Network Traffic: Side-channel
attack using network traffic has raised wide concern as a
serious threat to user privacy. Shuo Chen et al. show the
severity and universality as such attack is based on fun-
damental characteristics of Internet despite encryption [22].
It is ubiquitous in comparison with other features such as
hardware features [23]. Utilizing network traffic, multiple
attacks covering different purposes are proposed. Skype as
a service closely related to privacy is a typical case. Sev-
eral works are presented for analyzing network traffic of
Skype [5], [24] to detect user behavior. In addition to Skype,
websites also can be recognized using network traffic analy-
sis [4], [25], [26]. User activities [27], [28], [42], contextual
localization [6] and demographics [7] are likely to be revealed
in network traffic. In general package-based communication,
there is also critical privacy leakage, e.g., location-based
applications [29]-[32], [43].

Network Traffic Eavesdropping: As network traffic contains
implicit user information, traffic eavesdropping gets its pop-
ularity in computer security. Organizations such as enterprise
network center or ISPs can directly monitor network traffic.
In addition, local adversaries can use Wi-Fi sniffers to eaves-
drop wireless traffic [27]. Routers may be hacked by attackers
in the same LAN and used for eavesdropping [33]. Some
public access points are probability unsafe [34]. Even, remote
attackers can use network congestion to indirectly monitor the
traffic pattern of victim’s machine [35]. Network delay can be
utilized to achieve attacks too [36]. There is also literature [37]
introducing side-channel attacks by remotely sending probes
and observing round trip time.

Video Fingerprinting and Identifying: T. Scott Saponas et al.
propose an early attempt of identifying videos using network
traffic [38]. Aiming at video streaming in Slingbox, the authors
show potential information leakage caused by VBR. Different
from DASH, traffic traces in this work are directly processed
into segments of 100 milliseconds. A windowed DFT is
performed on the trace to achieve video identification by
matching against reference traces. Also based on VBR, Yali
Liu et al. extract short and long range dependencies within
video traffic to construct video signatures [39]. Andrew Reed
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et al. study Youtube video streaming in [8], [9]. They take
advantage of DASH and VBR for fingerprinting videos on
Netflix by parsing the video metadata. Another work related to
ours is from Roei Schuster ef al. [10]. They use network traffic
bursty pattern for identifying videos but the method requires
video re-streaming in the same network with victim. Besides,
video fingerprinting method may inspire the identification of
other things such as pedestrians [40] in the future.

Similarity Measurement Between Sequences: As a vital
problem of time series analysis, similarity measurement yields
insights in many domains, e.g., speech recognition, medical
diagnosis and anomaly detection. It contains two parts includ-
ing data pre-processing and distance calculating. Data pre-
processing mainly involves smoothing, standardization and
normalization in order to make sequences reasonably compara-
ble. This step is also responsible for computing representations
of data. For some specific applications, data can be projected
onto a basis using methods such as Principal Component
Analysis (PCA), Singular Value Decomposition (SVD), Fast
Fourier Transformation (FFT), etc. In addition, SAX [12]
which uses symbolic representation is proven to be an effi-
cient approach for sequence matching. Then, on calculating
similarity between data representations, SAX uses its own
distance method called MINDIST [41]. DTW is a very popular
method for sequence matching. Its variants which differ in
input feature space, step pattern, local constraints and so on
make it quite flexible. While classic DTW requires that each
element of sequence is aligned and is not able to skip any
elements, it exposes weakness in partial sequence matching.
MVM [18] is proposed for implementing an elastic partial
matching which allows for arbitrary number of elements to
be skipped. It finds the non-contiguous parts of one sequence
which best match the other sequence.

IX. CONCLUSION

Traffic-based attack in video streaming is a big threat to
user privacy. In this paper, we propose a seamless and efficient
attack method by eavesdropping network traffic while stream-
ing. Relying on the invariant of video bitrate trend caused
by VBR encoding, we design a robust video fingerprinting
method. In various conditions, our identification accuracy can
get up to 90% using 3-minute traffic traces. We plan to conduct
our method on a larger dataset and explore its performance on
online video services such as Youtube and Netflix. Meanwhile,
as segment length has critical influence in our algorithm,
an automatic detection method of video segment length or even
streaming protocol is on our schedule. Moreover, in face of
such information leakage, countermeasures considering both
network efficiency and streaming QoE are also worth further
studying.
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