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WiFi Signals Everywhere

Visualization of WiFi signals by Luis Hernan




WiFi as Radar?

WiFi Radar

Omnipresent Sensing around You
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Sleep Quality Assessment| Remote Control

Intrusion Detection Healthcare HCI
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WIiFi Radar: Benefits

e Benefits:
— Wireless sensing without wires
— Sensorless sensing without dedicated sensors
— Contactless sensing without wearable sensors
— Through-wall & Privacy Preserving

How to Enable

. Sensoreless Sensing with WiFi?
Y,
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Detect Environment Dynamics

Signal -
Strength + LED =

e Capture environment dynamics via the fluctuation
of radio signal

* Received radio signal strength (RSSI)
* |Is RSSI a Good Signal Feature?
* In theory, it is. However ...

* |In practice, sensing ability of RSSI is greatly weakened by
rich multipath effects



Multipath: Enemy!

* Impacts of Multipath Effects:
* Bound Accuracy of Ranging

* Induce False Match in Fingerprinting
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Multipath: Friend?!
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Characterizing Multipath

e Channel Impulse Response (CIR)

— a set of attenuated, delayed impulse functions, depicting
multipath y
h(t)

h(r)ZEGieXP(_j@)é‘(T_Ti) 1_1 T

e Deriving Channel Response

— VNA / SDR for precise measurement

— Channel State Information (CSI): sampled version of
channel response with OFDM at sub-carrier level

— CSlon asingle sub-carrier k: H(f,)=|H (£, )|e""“"
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Channel State Information

— Sub-carrier 1

— Sub-carrier 2
Sub-carrier K

RSSI: OFDM: CSl:
Sunbeam Prism Dispersed Lights

* Analogously, CSl is to RSS what a rainbow is to a sunbeam.
* CSl separates signals of different wavelengths via OFDM
* RSS only provides a single-valued amplitude of superposed paths.
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CSl vs. RSSI

Category RSSI CSlI
Layering MAC layer PHY layer
Time Resolution Packet level Multipath clusters
Frequency Resolution N/A Sub-carrier level
Stability Low High for CFR structure
Ubiquity Handy access Commercial Wi-Fi
~
How CSI Benefits WiFi Sensing?
J
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Passive Human Sensing

* Objective:
* Detect, Count, Localize, Track, Identify

* Emerging Trend:
» Sense Humans Passively

ground truth

Q As presence count location track identity
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Passive Human Sensing

ghief! Help! ]

£ [ | won’t be detected.

4 . ) v
High LOS, Smoke,
Cost Directional
\_ J
* Pervasive, low cost

* Penetrate walls and smoke
* No privacy issues

/Passive Human Sensing: )
* Asset Security
* Emergency Response
* Smart Space

\

16



Limitation of Existing Methods

e Pressure Sensor




Limitation of Existing Methods

e Pressure Sensor




Limitation of Existing Methods

e |nfrared Sensor




Limitation of Existing Methods

e |nfrared Sensor




Limitation of Existing Methods

e Camera
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Limitation of Existing Methods

e Camera




Part 1: Sensing Coverage

Link-centric Coverage Shape

* Most monitoring units demonstrate a link-centric property
* Disk-like coverage is also desired in theory and application

Visitors detected
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Part 1: Sensing Coverage

Original Detection
Rate Contour

Omnidirectional Coverage?

e QObjective:

— Omnidirectional coverage under link-centric structure
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Envisioned Detection
Rate Contour

\

Insight: Exploit Multipath to
Blur the Link-centric Coverage

Zhou et al, “Towards Omnidirectional Passive Human Detection ”, IEEE INFOCOM, 2013 24
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Part 1: Sensing Coverage

Fingerprinting Each Direction

e Requirements on the Fingerprints:
— Sensitive to Human Presence Nearby
— Resistant to Background Dynamics Faraway

Case 1: Normal Profile with No One Around

Amplitude(dB)
= N W
o O O O

5 10 15 20 25 30
Subcarrier Index
—~ 20 Case 2: Normal Profile with 3 Men Strolling
S
3 20

Stable under Dynamics Faraway

Disperse with Nearby Human Motions
\_ Y,
ubcarrier Index 25




Part 2: Sensing Human with Dynamic Speeds

Moving Target Detection

e Observation:
— Signal variance reflects channel changes caused by motion

4 = a
Slow Motions May be Missed
. Due to Low Sensitivity

L S A\ 7N W S~ S W
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Part 2: Sensing Human with Dynamic Speeds

Coping with Dynamic Motion Speeds

e Rationale: motion brings about more dynamics in both

amplitude and phase
Subcarrier 10 Subcarrier 20

Static Static

o

Motion

| —

Amplitude

“PADS: Passive Detection of Moving Targets with Dynamic Speed using PHY Layer Information”, IEEE ICPADS. 27




Phase Sanitization

Raw CSI phase is useless because Tx/Rx are not synchronized,
introducing a random phase shift.
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Sanitization Result

e Solution: extract accurate phase-related information from
raw CS| by dealing with asynchronous sender and receiver,
asynchronous antennas, and noises.

n
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Raw Phase
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of real phases {¢;}-

« Stable
« Sufficient to use
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Part 2: Sensing Human with Dynamic Speeds

Demo

://v.youku.com/v show/id XODQ4MTY3MjY0.html
Youtube: http://youtu.be/As5JexOeQYY




Part 3: Sensing Static Human

Sensing Static Humans

CS| Amplitude
P S -~ S
CSI Phase

5 25 0 . 5 10 15 2
Subcamer Index Subcarrier Index

| Cannoi Sense S’ra’ric
Humqns

"Non-invasive Detection of Moving and Stationary Human with WiFi", IEEE JSAC.



Part 3: Sensing Static Human

Do not Move, Yet Breathe!

Breathing
Induces Rhythmic
Chest Motions! y

» Opportunity to detect a static person
» at least we breath periodically
» breathing induced chest motion

> Goal

» Detect Static Humans via Breathing-induced Signals

» A Unified Scheme for Detection of Moving and

Stationary Humans
e 1 | 1




Part 3: Sensing Static Human

Design & Challenges

Moving Human Detection

a . '
Channel YES Feature
T ; i
State Info 1 Extraction y

<> 4 D
Mqtlon — Ereathmg —»| Detection and
Indicator | no | Signal FI['[EFJ
Vo

i N
Motion

Detection
9

" Parameter

*(erssoncs
J(

. Estimation

Stationary Human Detection

Absence

significant body motions)
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Identify weak human breathing patterns from
wireless signals with environmental noises

Detect static humans without fingerprinting




Part 3: Sensing Static Human

Static Human Detection
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Part 4: Human Tracking

Problem Statement

e Passive tracking with Wi-Fi

— Key tech.: Using COTS Wi-Fi devices to simultaneously estimate
human’s moving velocity and locations

o~
o

=

=

=

Kun Qian, et. al., "Decimeter Level Passive Tracking with WiFi", HotWireless 2016. 35



Part 4: Human Tracking

Preliminary

e CARM Models interaction between CSI and motion.

Human [ - v

Time(s)

Walking Scenario Spectrogram

e CARM can extract the change rate of the length of the
reflecting path

CARM, Mobicom '15 36
] | 1




Part 4: Human Tracking

Challenge

e Path length change rate != real moving velocity (we want)
— Path length change rate only reflects partial velocity.

o 1
Ll
A

2.5m

Speed(m/s)




Part 4: Human Tracking

The Single-Link Model

e From view of geometry,

— Decompose: radial velocity v,
and tangential velocity v;

- v, changes the path length and
causes Doppler effect, while v;
not.

e From view of algebra,
— Single link yields one equation. Single-Link Model

-

Single Link is insufficient for tfracking!




Part 4: Human Tracking

The Loss-of-Sign Model )

™

One Link Two Links Three Links
e 2 links result in 4 candidates; 3 links result in 2 candidates

e Two ambiguous solutions always exist, no matter how many
links are added.

-
-
®ao
o
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e \We turn to leverage temporal
dependency of human walking to L1

figure out the only solution. Resolve Ambiguity of
Walking Direction




Part 4: Human Tracking

Implementation Issues

e Trace Refinement

— Reinitialize tracking process at vulnerable moments.
e The user takes a sharp turn.
e The user walks slowly.

48 48 48 48
4 B e oL, S 4 .-fL——-q.u.,,.. 4 o, = 4
r . N r : .
32 s - 32 = = 32 s . 32
E24 - E24 H | : E24 i E24
16 £ ~ 16 : 16 : : 16
08 Gro o 038 L2 MRS ‘ 0.8 08
0 i 0 0 0
al
0 08 16 24 32 4 48 0 08 16 24 32 4 48 0 08 16 24 32 4 48 0 08 16 24 32 4 48
X(m) X(m) X(m) X(m)

1st Segment 2d Segment 3" Segment 4 Segment

— Take extensive constraints within each segment.
e Link-reflector distance.
e Walking speed limits.
e Turning angle.

40
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Part 4: Human Tracking

Implementation Issues

e Tracking Initialization

— Treat overall trace T as a function of initial location [, and velocities
of segments v 4, ..., Vg m.
M  Kpn
Topt — T(argminlo,vo’l,...,v(,,m Z (2 erry g + erry + Am))
m=1 k=1
— Error terms

e err) - Inconsistency between change rate of path length and solved
velocity.

e err, - Deviation of current velocity against to last velocity estimation.
e A —Punishment from extensive constraints.

41




Part 4: Human Tracking

Experiment

e Devices

— 1 transmitter, 2 receivers.
— 6 links in total.

— 5.825GHz channel.
— 2000 pkts/s.
e Setup

Experimental field

— Deployment schemes.
— Trace shapes.
— Volunteers.

e Ground truth

| I 1 T
Pixel
Coordinate
System

>
-

, Tracking| |

Coordinate
Point |y

[
— Video-based tracking Wi / I

Coordinate fransformation
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Part 4: Human Tracking

Performance on Velocity

0.8
L 06
a)
O 04
& Widar
0214+ N ] 0.2} -
| e Singlo PLCR
B 20 10 60 80 100 980 13 90 45 0 45 0 135 180
Relative Speed Error(%) Direction Error(°)
Velocity Magnitude Velocity Direction

e Widar achieves the highest estimation accuracy, with a
median error of 11%, for velocity magnitude.

e Widar achieves a 80-percentile error of 20° for velocity
direction.
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Part 4: Human Tracking

Performance on Location

e Widar achieves a median tracking 0;
error of 24cm and 36cm, with and T
. . e, e . a Il
without initial location, and 90- Coap
percentile tracking error of 73cm. “l = )
0 0.5 1 1.5
e Decimeter Level Passive Tracking rgeling Ersor(in)

e Tracking examples
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Part 5: Human Interaction

Doppler Effects

e Complete information of motion-induced Doppler shifts with
only commodity Wi-Fi

e Harness antenna diversity to carefully eliminate random
phase shifts while retaining relevant Doppler shifts

e We further correlate Doppler shifts with motion directions,

2 Target
Tx (Reflector)
(Source) y

Cross-term

Frequency(Hz)

- Towards link Away from link o 2
Positive Doppler shifts Negative Doppler shifts L f ol i X
G ; Al Ry A
(Observer) Time(s)
(a) lustration of Doppler effect (b) Spectrogram of Doppler effect (c) Doppler effect with multiple antennas
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Part 5: Human Interaction

W iFi-based Dance Exergame

e Based on CSI-Mobility model, monitor motion and direction
e Design a Wi-Fi-based user interactive dance game

— Previously, dance-pad is needed to record your action

— Using WiFi instead of dance-pad to recognize behavior

F [ Front O RF -
- o m
cIRR AL - A s - AN A
ot NS Area 8

LF Front RF ik B ‘._., Rear RR J{l
<§I % O % ﬁ | -y
Left Stand i
LR E Rear E

ayTaE oG (b) Game GUI
"Inferring Motion Direction using Commodity Wi-Fi for Interactive Exergames", ACM CHI 2017 46




Part 5: Human Interaction

WiDance

e 2 links woking on 5.825GHz, packet rate 1024Hz

e QOverall accuracy of behavior recognition is 92% without
learning, and 94% with HMM trained for 8 actions
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Demo

o in Wireless

A Ubiquitous Interactive Exergame with Wi-Fi
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Future Direction

* Training-free
* Environment-unrelated signal features
* Learning algorithm

* Killing application
e Security: Intruder detection
* Robust performance for large deployment

* Sensing multiple objects

50



Summary

-
CSl, the fine-grained channel response accessible on
\commodity W iFi devices, acts as an essential upgrade of RSSI.)

( )
W iFi-Radar enables WiFi to sense wirelessly, sensorlessly, and
kcontactlessly.

( )
Due to its worldwide deployment, WiFi can be seen as the

\world’s largest sensor network.

p
WiFi-Radar, together with emerging PHY layer information,
\initializes the pulse on next-generation mobile computing.
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Look ahead
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